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Abstract— Communication networks today are facing an ever even happen that a router is forced to manipulate packets for

increasing network traffic as well as raising quality-of-sevice

agreements, which together demand for high performance net
work routers. Since a router has to search a large set or routing

rules for every incoming packet, it normally utilizes efficient

evolves hash functions directly in hardware and also discisgs an
improved initialization process. On a benchmark test consiting of
65,536 routing rules, the final hash functions consume an akage
of about 1.3 memory accesses per incoming data packet.

I. INTRODUCTION

of the packet’s user data content.

situations, the router cannot forward all incoming packets

their destinations; rather, it has to drop selected pacHRétis

decision may depend on the packet’s actual content and/or on

the quality-of-service negotiated for selected connesti¢-or

example, dropping a small number of voice-over-IP packets
might help the router to overcome its congestion. It might
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Fig. 1.

The main task of a router is to control the network fitaby

forwarding incoming packets to the correct destinations.

example, when inserting MPLS label stacks into packets, [17]
In summary, a router processes every incoming packet and
forwards (routes) it to the desired port, which depends en th

search mechanisms, such as trees or hash tables. This papeiPacket’s content, particularly the packet's header fieldss

problem is also known as the packet classification problem. |
addition, increasing numbers of input/output ports andimgi
bandwidths on each port as well as increasing quality-of-
service demands request routers to process incoming gacket
as fast as possible. Thus, designers have to constructsoute
with very low latencies, in order to assure traffic and gyalit
As is well known, routers are essential components inof-service demands, for example, in a voice-over-IP connec
almost any digital communication network, since they aointrtion.
all the network traffic. A router's main task is, as Figure 1 Figure 2 illustrates a straight-forward approach in which a
indicates, to route incoming data packets from input lirees touter maintains a potentially large data base, which define
proper output lines. In the pertinent literature [14], tme i how to route incoming packets. A single rule of such a
put/output lines are also referred toamts A packet consists data base can be formulated likef. ( packet . dest I P
of two parts, its header and its actual (user) data contetid equal s 130. 60.48.8 ) then route-to-port 5.
simplest case, a router makes its routing decisions basedFamthermore, a rule might contain wilde cards and/or ranges
some particular header information fields, such as the sousp that it applies to many different packets keeping the data
and destination MAC addresses, the source and destin&iorbhse’s size limited. In the remainder of this paper, the pack
addresses, and/or the utilized transport protocol (UDPGR)T content that is responsible for selecting a rule is refeteed
In more complex situations, the router may also consideresoms thekey.
Conversely, for each incoming packet, the router has to
The routing task is not always as easy as it appearssaarch its data base until a rule matches, and then executes
first glance. It might happen, for example, that a single specified action(s), i.e., packet content manipulatemd
output port or even the entire router is congested. In sumbuting to the predefined output port. With denoting the
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Fig. 2. A packet classifier utilizes a data base to map evemgniing packet
onto the proper output port.



number of rules in the data base, a sequential search throdgb different 16-bit integer values. Then the domain would
the data base requires an average &f comparisons resulting consist of 65,536 different values, and thus, a memory of
in a search complexity oO(n). With a steady increase in2x65,536 bytes would be way too excessive to merely store
both the bandwidth and the number of ports, the size of tA€0 integer values; more than 99 % of the memory would not
data base and thus the number of data base lookups are hlsased at all.

steadily increasing. With a data base size of up to 160,000A hash functionk(z) maps a valuer onto a hash value,
[10] in state-of-the-art routers such a sequential seargfitm which is usually from a much smaller domajh(z)} <« {z}
become too expensive in terms of resulting latencies. Ierotithan the argument domajr}. Assume, for example, a packet
words, the mechanisms for finding the correct routing ruldassifier (router) with 2=1024 rules and packets with 32-bit
devotes particular emphasis. wide keys, which could represent the destination IP addsess

The concept of hash tables offers a powerful search medthen, the hash function has to map 4,294,967,296 different
anism, since they might yield a constant time complexityalues onto a new domain with 1024 entries. In order to work
O(1) < O(n) under certain circumstances [9]. Unfortunatelygfficiently, the actual number of rules would be less than or
the routing profile of a single router changes over timegual to 1024.
which would require adaptive hash tables in order to operateSince a hash function maps values from a large domain
time-efficient. Accordingly, previous research [16] pe$ a onto a much smaller one, not all different values can have
proof-of-concept that hash tables can be directly employddferent hash values. That is, it occurs that two hash &lue
in hardware and that the required online adaptation can bér) = h(y # x) are equivalent even though their arguments
achieved by an evolutionary algorithm, which can also kee not. In a practical application, sudollisions must be
directly employed in the very same hardware. Therefors, thiesolved. This can either be done by rehashjly(z)) the
intrinsic (evolvable) hardware approach yields both nyosthash value by another hash functigf) or by searching for
constant search timé@(1) and constant online adaptation tca free memory entry. Such a (linear) search can be done by
changing routing profiles. Since this paper investigates thdding a constant prime number, including the value 1, to the
behavior of various genetic algorithms, Section Il progide hash value.
detailed description of the developed hardware platforthe®  For a given set of values, the quality of a hash function
approaches, such as binary trees and binary search in drdemn be measured by the number of conflicts that occur when
lists, would requireO(lgn) memory accesses on averagehashing all given keys into memory. A hash function that
which would be better than a linear search but worse thamaps allgivenvalues onto different hash values, i.e., memory
hashing; further computational costs for inserting anetitey entries, is called perfect; in practical applications thenber
rules are not considered here. of collisions does not vanish. The reason for this is that the

Since the hardware platform has been developed in previagual values be mapped are not known in advance.
research, this paper focuses on how to efficiently evolveThe optimization task is thus to find a particular hash
such hash functions in hardware. To this end, Section Rinction i(z) that maps all givem input valuesz; , with
describes the experimental setup in full detail. The resulas few as possible conflicts. Whether or not the number
as presented in Section IV, indicate that genetic algosthrof conflicts vanishes depends on both the arguments and
can efficiently evolve reasonably-good hash functions iwithoperators that can be employed into the hash function.
about 200 generations.

In order to speed up the initial evolutionary process, whi
starts off with randomly generated individuals, Section&/ d Figure 3 sketches the evolvable hardware platform that
scribes an initialization process, which extracts cerssatisti- has been developed in previous research [16]. The hardware
cal properties form the initial rule set. The results intkcthat works as follows: A key parser extracts the key, i.e., the
this initialization significantly improves both the evdhnary destination IP address, from an incoming packet, and by mean
process and the final solution. Finally, Section VI conchid®f a switch, forwards it to the hash function that is entirely

dB. Routing using Hash Functions

with a brief discussion. realized in hardware. The hash function maps the key onto
the classification rule, which is consequently forwardetht®
Il. ADAPTIVE HASHING DIRECTLY IN HARDWARE actual routing unit (shown only in Figure 2). Because thehhas

This section describes the problem in more detail ardnction also has to resolve conflicts, it always compares it
also provides a brief overview of previous research. Theput key with that stored along each rule. And in case of a
presentation starts off with a brief description of haslictions collision, the hash function linearly searches the memasy,

and their properties. has already been described in Subsection II-A.
o ) ) The hardware platform shown in Figure 4 also features a
A. Hash Functions: Construction and Properties second hash function, which allows for online updates, and

In general, a search algorithm of any kind is required ithus, evolution in hardware. The hardware evolution model
cases where the domain is much larger than the elementgkiottom part of the figure) can apply variations to the second
be stored, and/or where the domain size exceeds the aeaildidsh function and can also monitor the performance, i.e-nu
memory capacity. Assume, for example, an algorithm storber of conflicts, of both. Depending on the actual performneanc
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Fig. 3. This hardware classifier platform has been developgatevious research [16]. A genome fedds: elements, which select two bit positions from
k-bit-wide keys by a number of multiplexers.

the platform can utilize either of the hash functions by gdp C. Realizing Hash Functions in Hardware

configuring the two switches. For the reader interested in evolvable hardware, it might be

Each of the two hash functions are defined by a bit stringorth describing some implementation details. The impieme
S consisting ofs = 21g(k)lg(n) bits, with k¥ denoting the tation is based on a field-programmable-gate-array (FPGA).
number bits to code the input valuesand n denoting the The genome is fed tdgn equivalent elements. Each single
number of bits to code the hash value). In the example element utilizes21g k& bits to freely select two arbitrary bits
presented above, the values wére= 32 andn = 1024. from the input key (using multiplexers denotedMsx in the
Thus, the hash function uses two tindgs: bits to select a bit figure). These two arbitrarily selected bits are then preees
position of the input value for each of thgn bits that code by an exclusive-or gate, thus providing one single bit to the
for the hash values. hash function.

. . . ' In this particular implementation, the hash function cetssi
For the evolutionary algorithm, the task is to find ar(1)fl k pairs of exclusivelyORed (XOR for short) input bits
optimum in a search space with= 21g(k) lg(n) dimensions, sk P YR P

which iss = 2 x 5 x 10 = 100 in the example discussedarb'trar"y Cho?‘."Q flr.om the packetss key. Th'.s way, the eyst
. . —~~"can realize 2's(*)1s(") different hash functions. Thus, the
above. For the interested reader, the Subsection 1I-C mlaoptimization goal for the application at hand is to find the
how this configuration is done in hardware. best one in a search space consisting P® 18(1)_2100
The hardware platform as described above realizes Bbr further implementation details, the interested reldger
operations in hardware, so that no software is involved st areferred to the literature [16].
place. Thus, this packet classifier operates at a very higbdsp

given that the hash function is properly evolved. [1l. ALGORITHMS AND METHODS

This paper employs genetic algorithms to evolve hash
functions for the packet classification problem. Genetic al

gorithms are a member of the class of heuristic population-
—Frame In» Key Parser > Buffer Frame Ou——  phased search procedures known ea®lutionary algorithms
Classification Rule=  that incorporate random variation and selection. Evohaigy
Key

Hash algorithms provides a framework that mainly consists of
J—' Funco Mem0 L . genetic algorithms [6], evolutionary programming [5],,[ahd
% evolution strategies [11], [13].

L o J—> A genetic algorithm maintains a p(_)pulgt|on;ofnd|V|duz_;\Is,
Funct Mem1 also called parents. In each generation, it generatdtspring

by copying randomly selected parents and applying vanatio

operators, such as mutation and recombination. It thegrssi

Hash Hardware - a fitness value (defined by a fithess or objective function) to

Update Evolution each offspring. Depending on their fithess, each offspring i

given a specific survival probability.

T
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Fig. 4. The implementation of the hash function in hardwéter. details, IVHDL code can be directly received by sending an email to ldara
please, see text. Widiger.
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Fig. 5. The behavior of a simple (1+1)-GA, the left-handesghows a blow up in order to present more details.

Since the problem at hand is already encoded in a bit striegisting hardware platform could be incorporated. It may be
S consisting ofs = 21g(k)lg(n) bits, this paper directly mentioned here that the resulting execution time is the only
uses that bit string as the genome. The mutation operater flijppteable difference between the simulation and the actual
every bit randomly with a mutation probability @f,, = 1/s. hardware platform. Since the simulation model is impleradnt
Because the bit representation is not given in any particula SystemC, it mimics the actual hardware implementation
ordering, this paper also applies uniform recombinatidmictv accurately. One single run with)a= 6 over 1000 generations
exchanges corresponding bits of two randomly selectedchfmrerequire approximately 30 minutes of simulation time.
with a probabilityp,.=0.5.

Depending on the selection scheme, the algorithms are IV. RESULTS

either denoted asu(A)-GA or (u+))-GA for short. The first  Figure 5 shows the behavior of a simple (1+1)-GA averaged
selection scheme indicates that it choses the parents éor gyer 10 independent runs. As can be seen on the left-haed-sid
next generation from the offspring only, whereas the secoggk hash function starts off with about 850,000 conflictst Bu
one also considers the parents from the current one. When, the procedure rapidly arrives at a value of about 48,30
using the ag,A)-GA, this paper also considers the best paregbnflicts, as can be seen on the right-hand-side of Figure 5,
for selection, also known as elitism, in order to avoid anyhich shows a blow up. A final value of about 48,300 conflicts
deterioration. results in an average of slightly less than 2.5 memory access

In order to achieve a permanent online adaptationhtitd-  per key. This value is reasonably good and significantlyebett
ware implementation of the genetic algorithm is an integrahan previous research has achieved [7].

part of the entire system. Thus, the hardware is restriated t
rather small population sizes, such as a standard (1+1)4GA o
a (1,6)-GA; larger population sizes would simply require to
much hardware resources and/or computation time. However,
this paper also presents some benchmark tests for compariso i
purposes. 250000

Since the goal of the optimization procss is to evolve a hash [3
function with as few conflicts as possible, the fitness fuorcti 200000 -
f is the sum of all conflicts. For the evaluation, this papesuse ‘
a hash table with 65,365 entries (i.&5;n=16-bit wide table
indices), and draws 32,768 keys with a widthkof 32 bit at
random. The fitness function then inserts the 32,768 keys one
after the other into the hash table, and in so doing, couets th 50000
number of conflicts.

The hardware platform as described above has already 0
been realized, and has been used as a proof of concept. For
the investigation presented here, this paper has to resort t Number of Generations
simulations and ra_ndomly generated l_(e_ys’ Sir_]ce no adeq €6. This figure shows ten independent runs, which all sheny
and/or representative benchmarks exisits; neither do the 8imilar behavior. Thus, the remainder of this paper presenly averaged
thors have access to a representative network in which thesformance figures.
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Fig. 7. The behavior of a simple (1,6)-GA. Fig. 9. The behavior of a (4,20)-GA with and without reconation.

In addition, Figure 6 shows ten individual runs. As can bdapts to changes of the rule set sufficiently fast. _
clearly seen, all runs exhibit a very similar behavior. Itigs ~ Finally, this section discusses the scaling behavior o thi

reasonable that the remainder of this section discussgs oPProach with respect to the number of keys. To this end,
averaged performance figures. Figure 10 shows how often the evolved hash function accesses

Figures 7 to 9 show how larger population sizes affect tjg® memory on average for each incoming packet fér 8
algorithm’s performance. In general, as can be expectegbia 165, 32K, and 64K rules. It can be seen that the average
population sizes accelerate the evolutionary processedery Value is between 2.4 and 3.2.

neither the employment of larger population sizes nor the\; Fast BOOTSTRAPPING BYSMART INITIALIZATION
usage of recombination is able to significantly improve the

final fitness value. A. The Initialization Algorithm

As can be expected, Figures 8 and 9 both indicate thatSection IV has presented the results when evolving hash
recombination significantly improves the convergence dpetinctions by means ofi{\)-genetic algorithms. It is surprins-
of a genetic algorithm. Even though larger population sizé3g that with an average of 1.5 conflicts (i.e., 2.5 memory
operate faster, they normally exhibit an inferisequential accesses), these rather canonical algorithms yield sdsetter
performance. But since the system described here is be uiéan those reported in the literature [7]. Furthermore, the
in hardware, the extra effort in terms of hardware resourctsults indicate a significant improvement from the rangoml
does not seem worth it, especially since this would accelerghosen starting points to the final fitness values. This @ecti
only the initial stage (see, also, Section V). Once the gysténvestigates to what extent a modified initialization prhoe
has converged to a suitable solution, even a simple (1+1)-GA
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Fig. 8. The behavior of a (4,12)-GA with and without reconation. 128K rules.



Smart Initialization Averaged Number of Memory Accesses with Smart Initialization
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Fig. 11. The performance of various genetic algorithms @nevolution of Fig. 12. This figure shows how often the evolved hash functiooesses
a hash function with smart initialization. With smart initzation, both the the memory on average per incoming packet fér 86 K, 32K, 64K, and
starting and final fitness values are about four times bettan with random 128K rules.

initialization.

C. Realizing the Initialization in Hardware

would be able to improve the algorithm’s performance with This initialization procedure has been implemented in hard
respect to both runtime and final fithess values. A bettet-stavare as follows (see, also, Figure 13): the initializationdule
off in the first phase, would help the router particularly iremploysk counters, one for each bit of the rule key. Then,
its start-up phase, also called bootstrapping, since duhiat for every key a finite-state machine increments or decresnent
stage, a non-optimized hash function cannot be expectedatb counters if the corresponding key bit is “1" or “0"
perform well. Therefore, this section aims at a smart ihitiarespectively. After all keys have been processed, eachteoun
ization process, and abandons random initializationstiter containes the difference between the occurrences of “1"s
initializes the parents of the first generation in dependesfc and “0”s at the corresponding positions. For this stage, the
some properties of the initial data base’s rule set. To this e hardware requires counters with a witdh oflgn + 17 bits.
this section adopts the following strategy: for &lbits of the In a second stage, the initialization module performs a
(rule) keys, it counts how often thith bit position is set to bubble sort on the counter values by means of another finite-
“1". It then selects those lgn bits for the hash value that arestate machine. To this end, the module calculates the 2-
closest to half of the total number of rules. That is, thei@ahit complement if a counter value is negative. Then, the module
hash function utilizes those bits that are statisticallysebt to employsk counters with a witdh oflgn + 1] bits. Since the
50 % be set; the assumption is that those bits have the highessh value haks(n) bit positions, each of which is an XOR
entropy. of two bit from the key, the initialization procedure sekect
the21gn best bit positions of the key, i.e., those bit positions
where the occurrences of “0” and “1” is as equal as possible.
B. Results Out of this selection, the procedure, XORs the best with the

Figure 11 shows the performance of the different genetic

algorithms when using the initialization procedure deseuli ¢ Ingerk ] Courterk ]
above. First of all, the procedures starts off at an initele of Block
about 16,000 conflicts, which is way better than the besttresu | (et [ couriar ™|
obtained with a random initialization. The drastic improwent o Froero | Camert ]
suggests that the results reported in Sections IV constibgal Meiw

Interface

optima. Second, the genetic algorithms more or less allaurri

at a final value of about 11,500 conflicts. With 32,768 keys oy
(data base rules), the hash function accesses the memary abo (kdownto 1)
1.35 times on average.

Counter
Figure 12 shows how often the evolved hash function

accesses the memory on average per incoming packetkfor 8

16K, 32K, and 64K rules. It can be seen that the average o - _ _
lue is bet 1.35 and 1.44. with . b Fig. 13. The realization of the finite-state machine for akting proper

value Is between 1. an 44, Wi e«dm:reasmgwum €IS initialization values from the initial rule data base. Feetalls, please, see

for larger rule sets. text.
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worst, the second best with the second worst, and so on. Thé&inally, the packet classifier could benefit from a further
resulting genome serves as a seed value for the subseqseered up of the evolutionary process, since it would allow
evolutionary process. for faster adaptations to changing rule data bases. To this
Even though this paper has used simulations in order @ad, future research will be evaluating different collisio

obtain benchmark tests, the evolution of a hash function hasolution as well as potential benefits of the utilizatidn o
also been implemented in an FPGA-based hardware. In ordggmory interleaving methods. Furthermore, future researc
to keep the hardware resources at a minimum, the smaill be investigating modified evaluation models as well as
initialization algorithm holds all counters in a single RAMthe parallelization of the evolutionary process.

Block (BRAM) provided by FPGAs today. The capacity of

: L ACKNOWLEDGEMENTS
one BRAM suffices for 2! 512-bit wide keys. The counters Th h fulle thank the Si c o
hence do not consume any of the logic resources. Only the' ' authors gratefulle thank the Simens Communications

q:corp., Greifswald, for bringing the problem to the authors’

two finite-state machine require a descent number of log ent I for thei luable feedback .
elements. The current implementation requires an area ®f Fytention as well as for their valuable feedback on various

slices (logic elements in a Xilinx FPGA), which increases thteChEiC"]‘!1 ﬁegils_. PaIrtRof this r:e;e_ar(_:h gas been Eggported
size of the entire packet classifier by about 7%. In light A:fy the 4t eglonal kesearc riority Program ( ) on

the achieved performance, this extra hardware burden SeémQrmation and communication technologies sponsorediby t
worth it. European Union, grant number UR0202510/2005.

REFERENCES

VI. CONCLUSIONS [1] T. Back, U. Hammel, and H.-P. Schwefel, Evolutionaryngmutation:
. . ) ) ) Comments on the History and Current StatlEEE Transactions on
This paper has applied various genetic algorithms to evolve Evolutionary Computation](1):3-17, 1997.

hash functions directly in hardware in order to address th&l A. Broder and M. Mitzenmacher, Using Multiple Hash Fuoos to.
Improve IP Lookups, inProceedings of the Twentieth Annual Joint

problem of fast packet Classific_ation in state-of-the-ativork Conference of the IEEE Computer and Communications Sesiét-
routers. It turned out that simple (1+1)-GAs evolve hash FOCOM 2001),pp. 1454-1463, 2001.
functions reasonably fast. [3] E. Damiani and A.G.B. Tettamanzi, On-Line Evolution d?GA-Bases

L . . Circuits: A Case Study on Hash Functions, Rroceedings of the first
In order to s.peedup the behavior in the very first gengra,‘uons NASA/DoD Workshop on Evolvable Hardwaps. 36-33, 1999.
e.g., after switch-on or after any hardware reset, this pap&] D.B. Fogel. Evolutionary Computation: Toward a New Philosophy of
i ; initializati Machine Learning IntelligencelEEE Press, NJ, 1995.
has a.lso mvestlgated an Imt.lallzatlon procedgre_ tha*diy [5] L.J. Fogel, Autonomous Automaténdustrial Research4:14-19, 1962.
eXp|9|tS properties of the given rule set. This initialivat (5] p.E. GoldbergGenetic Algorithms in Search, Optimization and Machine
requires only one complete sweep through all rules of tha dat  Learning. Addison-Wesley, Reading, MA, 1989.
; ; ; [7] P. Gupta and N. McKeown, Packet Classification using &tigrtical

base, and thus cqmpares to ong smgle. fitness evaluation. Intelligent Cuttings IEEE Micro, 20(1):34-41, 2000,
The hash function, the genetic algorithm, the data path g p. Gupta and N. McKeown, Algorithms for Packet Classtfima, in

the packet classifier, and the additional initializationgadure IEEE Network,15(2):24-32, 2001.

: ; : [9] D.E. Knuth, The art of computer programmingm, vol. 3, sorting and
have all been implemented in hardware using the VHDL searching Addison-Wesley, 3rd edition, 1998,

description language. In a Xilinx Virtex4-FX20 FPGA [18],;10] X. Meng, Z. Xu, B. Zhang, G. Huston, S. Lu, and L. Zhangy4P
the system consumes 3000 slices of logic and runs at a clock Address Allocation and the BGP Routing Table Evolutié€M SIG-

; P COMM Computer Communication Review (CCRpecial Issue on
rate of more than 125 MHz. At this speed, the classifier is ~="° - Statistics35(1):71-80, 2005.

capable of performing more than 60 million classificationgi] |. Rechenberg, Evolutionsstrategie (Frommann-Holzboog, Stuttgart,
per second, when assuming two memory accesses per clas-1994).

e S : ; . [12] R. Salomon. Reevaluating Genetic Algorithm Perforoeannder Coor-
sification (indicated by the simulation results). Thus, regi2 dinate Rotation of Benchmark Functions; A survey of someritcal

packet classifier would be theoretically able to proces$ 28.  and practical aspects of genetic algorithB&Systems39(3):263-278,

GBit/s of Ethernet traffic at wire speed, even if the packe}sg] 1996.8 hetelEvoluti - Seekindohn Wil is
P : 13] H.-P. Schwefel Evolution an ptimum Seekingohn Wiley and Sons,
have the minimal size. _ _ NY. 1995,
Further research will be dedicated to an analysis of wina] A. TannenbaumModern Operating SystemBrentice Hall, 2001.
the proposed initialization procedure yields such a high pdl5] G. Tufte and P.C. Haddow, Prototyping a GA Pipeline fan@lete

. Hardware Evolution, inProceedings of the first NASA/DoD Workshop
formance improvement. It can be expected, of course, that a g ovable Hardwarepp. 143-150, 1999.

proper initialization significantly accelerates the etoary [16] H. Widiger, R. Salomon, and D. Timmermann, Packet Gligsgion
process. However, itis yet unclear, Why the genetic abmﬁ with Evolvable Hardware Hash Functions - An Intrinsic Apach,

. . . in Proceedings of the Second International Workshop on Bicédly
Converged at about 45,000 conflicts when starting with a Inspired Approaches to Advanced Information TechnologABIT

randomly initialized population, and were not able at all to  2006), pp. 64-79, 2006.
achieve a value of about 16,000 conflicts already from tf#] H. Widiger, S. Kubisch, T. Bahls, and D. Timmermann, Ariified,

erv beainnin Cost-Effective MPLS Labeling Architecture for Access Netls, ac-
very beg g. ) ) ) cepted for publication at the/orld Telecommunication Congress be

Future research will also be dedicated to an evaluation of held Budapest, April 29th - Mai 3rd, 2006.

the proposed packet classifier system in a real-world commf] http://ww xiI'inx. com

L k. To this end. a proiect is set up with th 19] X. Yao and T. nguc_:hl, Promises and Challenges of Evlnih/aHard-
nication network. To ' proj p ware. [EEE Transactions on Systems, Man, and Cybernetics - Part C:

industrial research partner. Applications and Reviewg9(1):55-78, 1999.



