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Motivation

- Layout modifications

- Redundancy

Yield enhancements

- Hardening techniques

- Reusing debug resources 

for redundant flipflops [Mitra]

Soft error resilience Little effort put into 

lifetime reliability 

enhancements

Transient failures Permanent failures

Initial failures Failures occuring
at runtime

Reliability
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Basics – Gate oxide 
breakdown

Gate oxide breakdown – GOB:

Point of time a conducting path between gate and substrate is 
generated

Mainly dependent on:
Gate oxide thickness
Electrical field at the gate

Causes:
Sudden extrinsic overvoltage: ESD – Electro-Static Discharge
Slow intrinsic destruction over time: TDDB – Time-Dependent 
Dielectric Breakdown
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Basics – TDDB

Physical mechanism: trap creation
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Basics – TDDB
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Basics – TDDB
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Basics – Modeling

Finally: Hard breakdown

Model by Renovell et al.
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Basics – Scaling issues

Scaling increases the gate oxide breakdown problems:
Increasing number of transistors within a die
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Basics – Scaling issues

Scaling increases the gate oxide breakdown problems:
Increasing number of transistors within a die
Decreasing gate oxide thickness
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Basics – Scaling issues

Scaling increases the gate oxide breakdown problems:
Increasing number of transistors within a die
Decreasing gate oxide thickness
Increase of the electrical field due to non-ideal supply voltage scaling

tox1

l > l1

tox2

2

scaling

l1
l2

t    > tox1 ox2
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Twin Gates – Redundancy 
strategies

Yield Improvement:
Random insertion of redundant transistors [Sirisantana et al.]

Reliability Improvement:
Advancement of this approach by a controlled insertion at those 
instances which are most vulnerable to gate oxide breakdown 
[Sill et al.]

Twin Gates:
Further reliability enhancements by a controlled insertion of 
doubled cells at those gates which are most vulnerable to gate 
oxide breakdown [Saemrow et al.]
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Twin Gates
Basic Design

Highly vulnerable to GOB

Transistor duplication
Reliability enhancement

Twin Gates

Reliability enhancement
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Basic Design Flow
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Basic Synthesis Design 
Flow

Logic synthesis and STA

Gate netlist

Gate libraryRTL Design
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Extended Synthesis Design 
Flow I

Logic synthesis and STA

Gate netlist

Gate libraryRTL Design
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Extended Synthesis Design 
Flow I

Switching activity file Gate library

Defect probability assignment for every transistor

Sorting of transistors according to their defect probability

Sorting of gates according to their sorted transistors

Sorted list of gates according          

descending vulnerability

Fraction of time a 

gate was on high 

and low level

Information about 

quantity and type of the 

transistors of the gates 

and the logic function
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Extended Synthesis Design 
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Extended Synthesis 
Design Flow I

Gate library

Duplication of the gate with the highest priority

Information about gate 

types and connections 

between the gates

Information about 

timing, power and 

area of the gates

Sorted gate list

Information about 

defect probabilities 

of the gates

STA and area check

STA ok: change 

of the gate netlist

Remove the 

edited gate

Current area >= Critical area 

Reliability improved

Gate netlist

Current area < Critical area 

Gate netlist
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Extended Synthesis Design 
Flow I

Logic synthesis and STA

Gate netlist

Gate libraryRTL Design
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Conclusion

Need of design improvements for lifetime reliability

Impact of gate oxide breakdown could be reduced by 

inserting Twin Gates

Development of a simple extension for the known 

synthesis design flow to specifically integrate Twin Gates 

into the design

Identifying algorithms to insert Twin Gates as regards 

GOB vulnerability, timing and area constraints


