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ABSTRACT

Scaling device dimensions towards atomic scaledsl¢a increased reliability and yield concerns Wwhionsiderably
affects the work of integrated circuit designensttkermore, the complexity of integrated systenesdases which leads
to a demand for tool assisted reliability insertthning the design process. Lots of research sffuave focused on soft-
errors and system-level approaches. However, anly lbw-level solutions have been published to enbdifetime
reliability. Investigations in this field have rds an up to 200 % increased reliability concerigjate oxide breakdown
if so called Twin Gates have been inserted. Thigrdmution comprehensively presents algorithmsntplement these
redundant cells automatically during logic syntbe8esides the placement in the whole design pspeggproaches are
provided to insert Twin Gates correctly considetiinging and area issues.
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1. INTRODUCTION

The performance of integrated circuits was improsaghificantly in the past decades due to aggressialing of
technology parameters. On the other hand, as wa@maching the limits of nanotechnology yieldjatslity and
power concerns arise. For instance, design andepsoerror margins due to material defects and ifieq@yns are
reduced which has direct impact on product yield Efietime reliability. Unfortunately, full functioal system tests are
not feasible due to the rising complexity of inetgd systems. Hence, tool assisted insertion @ity mechanisms
into the design flow will be one of the key prige# in the future [5].

Increasing yield has ever been a crucial aspeanforufacturing of integrated circuits. Up to nowgstlly manufacturing
engineers have focused on yield enhancements, daihst the background of nanotechnology, circugigleers are
becoming more aware of the capabilities for improgat during system design. This part of the degigtess is
usually known as Design For Manufacturability (DENMjspectively as Design For Yield (DFY) and is lemented in
commercial layout products. Used in the layout phafsthe design process, this step comprises laymutifications

and, amongst others, preparations for static régortion. Layout modifications are rearrangemeftsystem parts to
optimize the design concerning yield. It considte.g. via duplication or substitution, the minimion or the widening
of interconnects and the reassignment of layers $€tic reconfiguration is often utilized in memananufacturing
where defective parts are disconnected from anceqmearts are connected to the system by using fases [7]. Further
on, additional test features — like Design For {&4%T) scan chain registers or JTAG boundary saairollers — will

more and more be inserted to be able to test thigmlafter manufacturing.

Besides reliability issues at the beginning of iwit’s lifetime, miniaturization leads to an inesed sensitivity of
transistors and interconnects to different kindsfaifures during system operation. Effects whiclfieetf lifetime
reliability can be separated into two categoriesngient failures and permanent failures. Trangief¢cts contain soft
errors, defects due to environmental variations @uetational effects like crosstalk. Soft errors eaused by radiation
events which can change the amount of electricatgehon internal nodes. Recently, a lot of techesqior soft-error
resilience and crosstalk avoidance have been fgalisBut to the best of the authors’ knowledge y arbsstalk
avoidance by calculating signal integrity is fuilytegrated into commercial automated layout todlse published
solutions vary from RC-filters or additional capgacices to harden internal vulnerable nodes [8] itghdr level
approaches like error-correcting [17] or error-détgy codes and watchdog processors [18]. A praomisow level
approach, which increases reliability concerninij sgors by more than a magnitude, has been phddivy Mitra [9].
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Thereby, latches are duplicated and the outputstahglized by a Muller-C-Element. Because of tRisting duplicated
latches in the scan path, the area overhead ismalrdnd an integration of this technique into éxgstCAD tools could
easily be implemented.

In contrast to transient failures which disappeamia, permanent failures will harm integrated dicpermanently from
the point in time they occur. Causes which afféfettime reliability are e.g. Time-Dependent DiekictBreakdown
(TDDB), electromigration (EM) or thermal cycling]J[1The impact of these adverse effects on intedraiecuits
increases with every new technology generation umxaf the non-ideal scaling of power supply andreneased
transistor count and power density. Moreover, adagirocessing (e.g. DFS, DVS) further worsensdégree of these
defect mechanisms and therefore the probabilityirefiit malfunctions. As far as we know, from afetime reliability
issues, only electromigration is examined by conua&ICAD tools by analyzing the EM-vulnerability pbwer rails
after place and route. As a result, the dimensiminthe power lines are adapted if violations ocdaurthermore,
integrated circuits have the possibility to a s#léck at certain points in time to respond to erauring operation if
Built-In-Self-Tests (BIST) are inserted.

In contrast to transient defects, only little effbas been made so far on techniques to enhaetienkf reliability in the
presence of permanent failures. A high level apgroahich reduces the effects of lifetime issueruattime has been
published in [10] where a dynamic system manageradapts the operating conditions in response tolmerved
hardware usage to stay within a given reliabilégget. Another very different approach has beenemadl1] where it
has been assumed that device failures cannot bemiesl but have to be resolved. Therefore, redurtdamsistors are
inserted randomly into the design to increase yasldegards stuck-open transistors. This idea &as bxtended in [12]
where the redundant transistors are inserted drilyoge instances that are most vulnerable to TMbRh increases
not just the yield but also lifetime reliability coerning gate oxide breakdown. This approach has bransferred to
higher levels of IC-design at our institute. Invgations have shown an increased improvement dtieetduplication of
logic gates (so called Twin Gates) in contrast tgplidations at transistor level. Fortunately, ttapproach is
predestinated to be integrated into automated egighools which will be presented in the following

Our approach to increase lifetime reliability comieg gate oxide breakdown and the breakdown meésimaitself will
be explained in chapter 2 of this contribution. Saduently, algorithms for the integration of Twirat€s into logic
synthesis are presented in chapter 3. Lastly,aedtiwill conclude the paper.

2. TWIN GATESTO INCREASE RELIABILITY CONCERNING GATE OXIDE
BREAKDOWN

2.1 Gate Oxide Breakdown

One of the fundamental components for reliabilggrformance and power consumption is the gate oxiuieh is the
dielectric isolation between the transistor inpudl #he conducting channel. The thickness of gaigeosomprises only a
few atomic layers (<20 A) in current technologiBsie to this fact, non-ideal scaling of the suppijtage and increased
electric fields, the gate oxide has become highlinerable to breakdown mechanisms causing tramsigtfects and
logical malfunctions.

The point of time a conducting path is generatesvéen the gate and the substrate is called gatke ddieakdown [2]
whereas the cause can originate from two diffeséngtions. Firstly, sudden damage occurs due tie®e overvoltage
and leads to non-isolating gate oxide, e.g. cabgdelectro-Static Discharge (ESD). Secondly, aga#itow destruction
over time is also possible, called Time-Dependepgtddtric Breakdown (TDDB). Thereby, charge trafatsto form in
the gate oxide during operation which causes amcatdlytic loop of events: overlapping charge trfaps a conducting
path between gate and substrate which leads tedsed current flow as well as heat dissipations Hgain causes
thermal damage and, hence, more charge traps.pbiive feedback loop results in an accelerateghfmiown and
finally in a defect transistor [3][4]. Depending dhe I-V characteristics of the defect transistitwe breakdown is
distinguished into resistor-like hard breakdownd aoft breakdowns. The conductance of the softikdoi@an is strongly
non-linear and more limited concerning the amountwrent flow [19]. In most cases a hard breakdasvthe final
result of a soft breakdown.

Until the end of the last century, it was widelpased that a gate oxide breakdowin any case considered as a hard
breakdown— is a catastrophic failure caused by a massivet shoough the gate oxide which leads to a logical
malfunction of the transistor. But besides the fdieation of the soft breakdown mode, it has bedtown in the



meantime that gate oxide breakdowns not necesgaslylt in logic malfunctions of the transistor.tiRa than a logic
failure, an affected transistor and its associddgit cell suffer from a modified delay [18]. Cartly, the whole circuit
fails if the timing between the cells is no lonpatanced due to delay failures of multiple gatelexireakdowns.

To be able to simulate the mechanisms of gate dxidakdown, we chose an equivalent circuit modetkis depicted
in figure 1 [14]. There, two transistors were addedparallel. Modifying the widthavl, w2 and w3 of all three
transistors will result in an appropriate repreagah of the current flow at the drain, source gatke for a transistor
with a punctual gate oxide breakdown on a certagation of the transistor gate. The resi®aonnecting the net of the
drains of the two additional transistors with thet af every gate of all three transistors simplyresents the resistance
of the short between gate and bulk of the transiStith this model it is possible to simulate aegakide breakdown on
any location from gate to substrate with any rasis¢ of the breakdown path.
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Figure 1 Circuit model for a gate oxide breakdowiween the gate (g) and the conducting channsbsrce; d - drain
2.2 Twin Gates

The elementary approach of the work is to enhaheedliability of integrated systems in the degidrase by adding
redundant components. Unlike most expectationsréditndant transistors provide the most fine-gihimed, thus, the
best results, the most reliable designs are thigmiesvhich are duplicated at gate level (Twin GpatEggure 2 depicts
the Twin Gate strategy (b) and schematics of tieickiesign (a) and a design with transistor dupbca(c) to show the
differences. Twin Gates are duplicated gates wimiehand outputs are connected, whereas at trandiestel, every
transistor is duplicated and the duplicated traosis connected to the nets of the original one.
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Figure 2 Duplication strategies: a) Basic design Figure 3 Reliability enhancements due to Twin Gates
b) Gate duplication (Twin Gates)
¢) Transistor duplication



The cause for the better results of Twin Gatesintrast to transistor duplication is found in thensistor stacks due to
the fact that both implementations only differ e tduplication of transistor stacks. Due to theedefit a transistor in
the stack, their connected nets at drain and s@aneeharged to a voltage amount which is relatetié degree of the
gate oxide breakdown when the inputs switch. Assallt, the current flow from drain to source at ttamsistor is less
related to a flawless stack, because of the lowsinesource- and gate-source-voltage. This leadslyi to a longer fall
or rise time for a defect stack because of the stalischarge of its output capacitance in contmatflawless stack. If a
defect occurs in a duplicated stack, one of botimT®ates stacks will remain unaffected and is #&bldischarge/charge
the output faster. At transistor duplication on titeer hand, a defect would also affect the vollagels of the nodes of
the duplicated stack due to the cross links. Tloeeefstacks duplicated with Twin Gates are sligfdbter than transistor
doubled stacks. Lastly, this leads to better rditgbresults for Twin Gates designs because thegetrthe timing
constraints longer in the presence of multiple cksfe

Further improvements are achieved by insertingsgadgose transistors have a thicker gate oxide ttieioriginal ones.
Figure 3 shows the reliability improvements of bdthin Gate strategies in contrast to the reliapitif a basic Wallace
multiplier. The reliabilityR(t) of a system represents the probability of a systeperform as desired until timieThe
curves represent the enhancements with a duplicasite of 100 % and constant failure rate. Henlge, reliability
improvements were made at the cost of doubled poarsumption and doubled area, but with an equal slightly
increased delay. Beyond lifetime reliability enhaments, Twin Gates would increase also yield aardsgstuck-open
transistors due to the additional gates which ioii replace defect gates.

To decrease the overhead of power and area, femtes ghould be duplicated. Implementation algorthianchoose
gates to reach the highest improvement for a giwvea overhead are presented in the next chapter.

3. INTEGRATION OF THE TWIN GATE STRATEGY INTO THE DESIGN FLOW

3.1 Basic design flow

The design process from a register-transfer-leRaIL) description to a GDSII file for manufacturirig basically
classified into three main steps:

1. Logic synthesis process which parses, transla@®ptimizes an RTL design into discrete logic gates

2. Place and Route design stages which consists amothgss of floorplanning, placement of standariscend
routing of the cells

3. Layout which provides the different layers for méamuring and which is usually automated by plaog @ute
tools for wiring etc.

Implementing Twin Gates is related to the logicthgsis because of the duplication of logic gatdéeeréfore, the logic
synthesis is explained more in detail in the foilogy On the basis of a given gate library and awairsts regarding
timing, power and area, the compiler maps the R&&cdption to a gate netlist whose cell descrigiorciude static
timing, power and area parameters besides the fagation. During and after compilation, a statimihg analysis will
usually check if timing constraints are met. Furtba, functional tests are possible by implementimg netlist into a
test environment which checks by simulations if dléput pattern is generated correctly after fegdie design with a
predefined input pattern. If the test fails or tigniand other constraints are not met, the desigoess has to start again
from the beginning or in the worst case the RTLigledias to be changed. It is also possible, toyarathe dynamic
power consumption by extending the test which themerates a switching activity file that storesltigic status (low,
unknown or high level) of every net of the design the whole simulation time. With this switchingtiaity file it is
possible to calculate the dynamic power the desiguld consume.

3.2 Extended logic synthesisto implement Twin Gates automatically

Besides the possibility to double every gate, ihizre reasonable to double only a part of the deigestrict the area
and power overhead. Hence, an estimation of theréaprobability of every gate is necessary. Thiguires additional
steps in the design process which are attachdtetbdsic design flow after the generation of thigching activity file.
Due to the dependence of TDDB on the absolute geltavel at the gate input [2] this switching aityiVile is used to
classify all gates depending on their failure phility related to TDDB. After this vulnerability atysis the insertion of
Twin gates follows only at the most vulnerable amstes.



The whole extended logic design process is depiictdijure 4. Here, the process steps are bordbyerectangles,
whereas necessary files are encircled by ellipBesse files are required to execute the desigrs stag some of them
are generated during the process. Firstly, theclegnthesis will be processed which uses the REigdeand the gate
library as input files. The generated gate nedistsed for the following steps. As explained iagter 3.1, the functional
test and the switching analysis serve as verificator the functional correctness and the creatibthe switching

activity file for the power analysis. The next tateps (bold text) are additionally inserted to gaireliability improved

netlist as regards TDDB. Both design steps wilekplained in detail in the next chapters.

3.3 Vulnerability analysis

As introduced in chapter 3.2, the probability adefect due to TDDB is related to the electric fialdich is applied to
the transistor gate [2]. For instance, if the gailtage of a NMOSFET is /= 0, the probability for a TDDB defect is
zero because there is no electric field which igliag to the gate. On the other hand, § ¥ Vpp — the power supply
voltage — the probability is the highest possihle tb the permanent electric field which is apptiedhe transistor gate.
The same applies for PMOSFET, but with inverseagmtlevels, the crucial case ig ¥ 0. Due to time dependence of
TDDB the probability of a defect increases with timee the transistor is in the critical case.

As a consequence, the probability of a transistdai is directly proportional to the amount afrtt a cell is in a certain
logic state. Due to the switching activity file whiprovides the probability of logic states for gvaet of the design,
two approaches obtaining a sorted list as regaztectiprobabilities are conceivable:

a) Sorting of the gates only due to their logic states

b) Sorting of the gates due to the defect probalslidietheir transistors
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Figure 4 Design process steps, extended versidd {&xt) to enhance reliability as regards TDDB



The differences between both approaches are ddpictégure 5. The first case is easier to impletmeat not that
accurate due to the disregard of internal transisidhich are not directly connected to the inpusraf a cell. In this
case, the sorting of the gates are effected filsglyhe logic state probability attached to theegaind subordinated by
the number and type of the transistors. For ingtaiictwo gates have the same logic state proltlilith three-quarter
of the operating time at logic state one, the wéth more NMOSFET transistors would be identifiedraore vulnerable.

In the second case, the logic state probability #redefore the defect probability of every gate ldobe assigned
downwards to the transistors the cells comprise défect probability of internal transistors woblel calculated with
the internal connections of the gate. Next, eveagdistor of the design will be sorted accordingdalefect probability.
Again, there are two possibilities to order theegafirst, every gate is sorted by the transistichvappears first in the
sorted transistor list. Second, every gate is assigvith a cumulative defect probability — calcathtvith the probability
of every transistor the gate consists of. With thfermation, a sorted list of gates will be gerteda

If transistors with different gate oxide thicknessare used the defect probabilities have to beststjudue to the
differences. As a widely used assumption, it imiassd that with a 0.1 nm thicker gate oxide theufailrate decreases by
one magnitude [2].
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Figure 5 Vulnerability analysis: Sorting of the gmtue to a) their logic states b) the defect phitibes of their transistors
3.4 Twin GatesInsertion

After the generation of the sorted list of gatesoading to the descending defect probability, actfom of cells is

doubled. The amount of doubled gates is relateti¢carea overhead the design is allowed to hawécétrarea). The

duplication of a gate leads to a local change eflttad capacitance and driver strength and thexeforhange of the
timing behavior of the whole design. Whereas thedl@apacitance of the previous gates increaseshasq their

propagation delay increases accordingly, the praiay delay of the doubled gate decreases becdube aoubled

driver strength. There are several possibilitiemsert the Twin Gates. The simplest and quickiegtrahm would be an

insertion of Twin Gates until the critical areaémched. A problem of this approach occurs if thé fter the insertion

fails. Without a detailed timing analysis it is theot possible to detect which of the Twin Gates taabe removed from
the extended netlist.

Responding to this issue figure 6 depicts a bdgierithm, how timing and area constraints are atersd during the
insertion process. Firstly, due to the sorted djatethe cell with the highest priority (= highedéfect probability) is
chosen for duplication. The design is extended witfiwin Gate that has the same function as thénatiggne and
whose transistors have the same widths as theidtarss of the original gate. To improve the relldpifurther,



transistors with thicker gate oxide could be insgiriHowever, these gates would affect the timirfipb®r of the whole
design more than a completely doubled gate duéndoréduced driving capability of the combinationbafth gates
because transistors with thicker gate oxide areesloNext, with the information about timing anetara STA and an
area check is following. If the design meets theirtg constraints, the gate netlist is extended Hgy Twin Gates.
Furthermore, the two previous design steps areategeif the design area has not reached theairiea. Therefore,
the duplicated gate will be removed from the sogatk list and the next gate is the highest pyiardll. If the critical
area is reached, the algorithm ends with the extgiggite net list as output.

Because of the high priority of a cell which iseied due to a failed STA, it could be worth toyen insertion after
certain additional Twin Gates because of the charigming behavior then. Another approach for ae@ilSTA is a
recursive algorithm which duplicates preceding gaecompensate their increased load capacitance.

In the following design steps — like place and eoahd layout phase — the Twin Gates should be glaear their

original gates because keeping the timing situat@nboth gates equally is a key element for theeition of Twin

Gates. A wider gap between both cells could raaultngth differences of the interconnects which ¢fates are linked
to. Furthermore, the impact of within-die variaowould affect both gates differently because ef distance on the
die. Both issues would disturb the timing whiclessential for Twin Gates due to the connected ¢sitdine larger the
switching difference is between both outputs, tlghér is the possibility that the output net isaimindefinite state for a
longer time as expected and the more short cucieniits would be generated.
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Figure 6 Insertion algorithm which consider ared fiming constraints



4. CONCLUSION

This contribution introduced the need for improveiseof lifetime reliability. Investigations as reda reliability
enhancements lead to the knowledge that the ingdagite oxide breakdown could be reduced by insgffiwin Gates.
Additional steps in the design flow were presenteith which these redundant logic gates could beeries
automatically into the gate netlist. Extending kbgic synthesis, algorithms were identified whid¢dtoose the gates with
highest defect probabilities based on the logitestaobability of every gate. Furthermore, timingdaarea constraints
were considered during insertion.
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