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which utilizes volatile rather than rarely available persistent
memory as miniature devices often have a low or no memory
capacity anyway. In the preliminary works [3] and [4], it
has already been shown that a distributed memory can be
realized by means of the so-called Peer-to-Peer-based Storage
Platform (PSP). Thereby, network elements of an Internet
service provider in the access network were networked to store
configuration data. As basis, the decentralized and structured
P2P protocol Kad has been applied. However, the requirements
in automation environments are more demanding than in access
networks as automation environments require tremendously
lower response times of the devices. Especially, the resulting
system for distributed storage called PSP-Auto (P2P-based
Storage Platform for Automation) should have soft real-time
properties. This can be achieved by using a suitable platform,
which will be presented later. From performance results on
this platform, the parameters for the simulation are derived. As
operational scenario, laboratory monitoring of, e.g., a chemistry
laboratory is chosen. It should be determined whether and
particularly to what extent P2P-Auto can be used in this new
I. I NTRODUCTION
environment.
Today’s environment is characterized by an ever increasing
The main focus of this paper is on large-scale networks.
number of devices that are networked. In addition to the rising Therefore, PSP-Auto is analyzed by means of simulations to
number of devices, their processing power increases as well prove its proper functionality under a variety of conditions.
[1], [2]. If these devices interact with each other independently A PSP-Auto prototype is developed to determine parameters
and form a network, this is usually denoted as the Internet that are included in the intended simulations in order to
of Things (IoT). One objective in the IoT is to make devices generate realistic results. The objective is to analyze the
IP-addressable. As a result, a variety of new functionalities application of PSP-Auto in the field of automation and
arises that were previously not possible. This development to determine its performance regarding data resilience and
has also found its way into the field of automation including scalability. Consequently, thousands of devices are simulated
smart home and smart factory with more and more devices, in order to investigate the scalability of the network. In addition,
e.g., exchanging sensor data. One specific application example it is shown by simulations where the limits of the system are
is laboratory monitoring, which has to function reliably even and if and to what extent nodes failures affect the functionality
under extreme conditions in order to avoid damage to people. of the network.
The question that arises here is whether it is possible to
Below, the main contributions are briefly described:
realize currently hierarchical and centralized approaches as
• Description of the PSP-Auto functionality.
decentralized solution. The objective is a highly scalable and
• Determination of realistic environment parameters for the
fail-safe distributed network, which works reliably even under
simulation from a PSP-Auto prototype.
extreme conditions. In this specific case, a distributed memory
• Evaluation of simulation results regarding data availability,
should be realized, from which it is possible to restore data of
scalability, and traffic overhead.
different devices (sensors) even in the case of failing devices.
The decentralization is to be achieved by means of PeerThe remainder of this paper is organized as follows. Section
to-Peer (P2P) technology. A solution is to be preferred, II contains a comparison of the proposed approach with related
Abstract—In the field of automation, reliability is a key aspect
to enable resilient systems. Especially, in areas with extreme
conditions a reliable monitoring is necessary such as factory,
volcano, or laboratory monitoring. These are environments where
devices could be stressed uncommonly high and thus more devices
could fail in a shorter time period in the worst case. Centralized
monitoring systems, which work in real-time for security reasons,
contain a single point of failure in the form of a central control
instance. Additionally, if the central instance fails no data is
available any more as the central instance usually works as the
only data sink in the system. Furthermore, with an increasing
number of devices this system does not scale well. As the number
of devices and their performance will prospectively increase, a
new approach is necessary to handle these large-scale systems.
Therefore, in this paper a Peer-to-Peer-based data storage and
retrieval system for scenarios with real-time requirements called
PSP-Auto is presented, which bases on the Peer-to-Peer network
Kad. A prototype has been developed to derive performance
results for a large-scale simulation of the PSP-Auto system. The
results show a high resilience whereby data recovery can still be
ensured at 100 % even if each device fails up to eight times a
day.

2

work. Basics covering the Kad network and the PSP-Auto
functionality in general are provided in Section III. Section
IV elaborates on the PSP-Auto prototype. In Section V,
the simulator and simulations are adapted to the operational
scenario of automation. Simulation results and their evalution
are presented in Section VI. The paper concludes in Section
VII.

does not allow any statement about the performance and thus
applicability in real-time domains. The communication is not
designed deterministically and is supposed to base on wireless
transmission media. Generally, the focus is on a low data
volume and low energy consumption of the devices in the
container.
Except for the last system, all systems are based on
centralized architectures. By applying the Kad network, this
II. R ELATED W ORK
paper investigates to what extent, e.g., laboratory monitoring
Related works mentioned in this section cover systems, can be carried out in a decentralized way. In particular, this
which are suitable for monitoring and controlling laboratories. refers to the data storage. Especially in laboratories or scenarios
In [5], a system for monitoring laboratories is presented. with extreme conditions, it is advantageous to be able to
A monitoring server serves as central element and acts as receive data from the network even if some of the devices fail.
gateway to a wireless sensor network. In addition, the laboratory The resulting PSP-Auto system already shows soft real-time
can be monitored via external terminals that can be directly properties. By means of simulations, it is possible to determine
connected to the monitoring server using Ethernet and GSM as the behavior in large-scale networks, which the works described
transmission media. However, an assessment of the performance above do not do. Our results are more realistic by including
is not given. In [6], another system for laboratory monitoring prototype values and thus provide more accurate conclusions
is described. It provides the ability to display information on the behavior of the system.
about the laboratory condition either externally via GSM or
III. BASICS
TCP/IP. The connection is exclusively provided by a so-called
In this section, basics are provided covering the Kademlia
monitoring center. The monitoring center comprises controller
network
and the PSP-Auto functionality in general.
platforms, to which sensors are connected. The connection to
the monitoring center takes place via an RS232 interface. Liu A. Kademlia
et al. present a system based on ZigBee in [7]. The system
There are manifold DHT-based P2P protocols such as, e.g.,
is intended to be used for the localization of people in rooms
Chord, Pastry, and Kademlia [12]–[14]. Most of them have
by means of sensors connected via ZigBee. Thereby, a central
a logarithmic search complexity. Each DHT-based protocol
ZigBee extension gateway is presented, which aggregates data
provides for a routing table, which contains contacts for lookups.
for people localization and also carries out the localization.
By reason of its flexibility of the routing table and high lookup
In [8], a system called NCSLab is introduced. It allows
performance as well as its analysis properties, the Kademlia
for convenient control and monitoring of experiments and
protocol has been selected. Kademlias advantageous analysis
simulations. Control and monitoring tasks can be controlled by
properties allow for an easy formal analysis of its worst-case
a web browser. However, a central web server is required. For
behavior. Its flexibility of the routing table allows for a high
the individual experiments, experiment servers are required,
lookup performance by using temporary contacts and keeps
which have access to local experiments. In addition, there
efforts for the maintenance at a minimum. For the realization
has to be a MATLAB server that allows users to perform
of PSP, the Kademlia-based Kad protocol is chosen, which
simulations. A statement about the performance, particularly
has been implemented and applied in the eMule client [15].
with respect to the central web server, is not given. Robinson
To each peer, which is part of the Kad network, a hash value
et al. [9] use the MQTT protocol for the monitoring of
is assigned (e.g., 16 bytes calculated by MD5). Based on its
experiments (including chemistry laboratories) [10]. The whole
hash value, a peer occupies a place in the hash address space.
communication and monitoring of the experiment is carried
Based on an identifier of a fragment of data (called chunk),
out by a micro broker. Users have access to the experiment
a hash value from the same address space is calculated. This
by means of local workstations. Outwardly, the network is
identifier may be the file name of the chunk. A peer stores data
connected to an enterprise broker by a bridge. The broker is
chunks with hash values HashData similar to its own hash
able to inform the users about the experiment via GPRS.
value HashN ode . The distance needed to derive the similarity
All solutions described above are based on hierarchical and
degree between two hash values is calculated by the XOR
centralized architectures. They contain a central instance as
metric. Two hash values are similar if their distance D is not
single point of failure and bottleneck in the network. If the
greater then a defined search tolerance ST (see Formula 1).
central instance of the systems fails, the functionality is no
longer provided. In addition, the presence of a central instance
D = HashData ⊕ HashN ode < ST
(1)
makes the systems vulnerable to attacks from outside. Hence,
almost all solutions employ firewalls as countermeasure.
Peers always have sufficient information about other peers
A system using P2P technology for container monitoring in their direct neighborhood. In distant regions, they always
on cargo ships is described in [11]. P2P technology is used in know at least one contact or more due to the flexibility of
order to increase the reliability of the system. The containers the routing table. This guarantees low latency for lookups as
are connected to each other by a P2P network. The publication requests can be issued in parallel and delays caused by failing
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Fig. 1. Abstract presentation of the PSP-Auto system constisting of four nodes for monitoring a laboratory. Each node is responsible for a set of data of other
nodes. The nodes are connected by a logical DHT-based ring.

peers can be avoided. An iterative algorithm is applied for
lookups on the DHT ring. During a lookup, the searching peer
first contacts peers, which are closest to the hash value of the
requested part of session data, from its own routing table. In
return, those peers answer the searching peer. Thereby, it learns
new contacts until it knows contacts with sufficiently similar
hash values. The lookup algorithm is simplified by using the
XOR metric as it makes the Kad network more consistent and
more efficient [15].

PSP‐Auto
Kad client
lwIP (TCP/IP)
FreeRTOS
ARM‐based system
Fig. 2. Software stack of the PSP-Auto prototype

B. PSP-Auto
PSP-Auto is supposed to represent a distributed memory, in
which the data is stored in volatile memory. By networking whole system is implemented in a large-scale network. Thereby,
all PSP-Auto nodes and thereby distributing the data, the the data is very well distributed to different nodes. In addition,
system becomes robust against failures. The system is shown the entire system should already have soft real-time properties
schematically in Figure 1. The nodes can be any kind of device so that it is suitable for automation environments. This is
like sensors or devices, to which sensors are connected. Sensors achieved by the used prototype, which will be described in
permanently record data to provide the user or other sensors the next section. If real-time requirements increase and hard
with it. Thus, it is possible to observe the development of data real-time properties may be needed, the communication has
over time. This information can be used by users or even by to be made deterministic. Since we assume standard Ethernet,
other nodes. The sensor itself can also gain knowledge from it this is currently not given for the PSP-Auto system. How hard
real-time can be achieved in the P2P network Kad is described
such as identifying hazardous situations.
It may happen that individual nodes fail. In this case, the in [17].
data should still be recoverable in order to derive information
from the sensor data. The node that has failed is no longer
IV. T HE PSP-AUTO P ROTOTYPE
able to do so as the data has been stored in its volatile memory
and hence is lost after its restart. It is also intended to avoid
To determine realistic parameters for the simulations, a
any central entity that stores all data as data sink. However, prototype has been developed. By using the prototype, it is
high data availability can be achieved by increased redundancy possible to determine the values for the RS operations and
such as by pure data replication or alternatively so-called the communication. The ZedBoard has been chosen as target
erasure resilient codes. In case of data replication, more nodes platform to represent an embedded device. It offers an ARM
have to save the data. However, the advantage of erasure processor, a 1 Gbit/s Ethernet connection, and 512 MB RAM
resilient codes is their higher efficiency compared to pure data [18]. The software stack is depicted in Figure 2. First, there
replication. Less additional encoded data is required to achieve is the ARM-based system as the target plattform followed by
the same robustness as by means of data replication. Particularly, FreeRTOS as real time operating system [19]. lwIP acts as
Reed-Solomon (RS) codes were used [16]. This enables the the TCP/IP network stack [20]. The Kad client is the next
application of the PSP-Auto system even in environments with layer and allows the system to be part of the P2P network Kad.
extreme conditions that may cause a high failure rate of PSP- Finally, there is PSP-Auto as the top application using the Kad
Auto nodes. The approach is particularly suitable since the client as a middle ware.
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Fig. 3. Presentation of the realized RS code implementation and the generation
of chunks to increase data reliability.

A. Realization of the Reed-Solomon Codes

circumstances where the system is not able to guarantee its
functionality anymore.
The total simulated time corresponds to a whole day (24
hours) of continuous operation. The number of nodes ranges
from 25 to 2,000 nodes. The time for storing a data set TStore
in the network is 675 ms, which also includes the encoding of
the data by using the RS codes. The time to restore a data set
from the network TRest is 863 ms, which includes collecting
and reassembling the data by decoding them using the RS
codes. TStore and TRest have been directly determined by
the developed prototype. An additional time will be added to
TStore and TRest internally by the simulator. This time depends
on the number of nodes N in the network and represents the
time to search for a responsible node for a data part. This
time comprises the time for creating a search object on the
searching device and to perform a number of lookup steps on
the network. The number of lookup steps is assumed to equal
log2 (N ) as worst case [21]. This additional time has to be
considered for each of the 255 resulting chunks per data set as
a responsible node has to be found for every chunk. The dead
time of a device is assumed to be 15 min, which corresponds
to a restart of a device.

To enable reliable and consistent data management, RS codes
are used. RS codes belong to the erasure resilient codes and
enable the restoring of data even if some data parts are missing
by adding data redundancy in the form of coded data chunks.
We have realized a RS(255,127) coding. Thus, of 255 bytes
127 are not coded and represent the raw data and additional
PARAMETER
VALUE
D ESCRIPTION
128 bytes are coded thereby representing the coded bits.
DataN ode
15 KB
Data Amount per Node
N
25-2000
Number of Nodes
Before the data can be sent via IP they have to be reHours
24
Simulation Time
ordered. After coding, the data is not yet suitable for sending
TStore
675 ms
Time for Data Storage
as uncoded and coded data would be in one packet. The loss of
TRest
863 ms
Time for Data Recovery
TDist
2s
Distribution Period
a packet would then results in data loss. For this purpose, data
TReset
15 min
Dead Time of a Node
interleaving has been selected as solution. The interleaving
TABLE I
results in the generation of the desired chunks each containing
S IMULATION PARAMETERS IN AUTOMATION SCENARIOS .
only coded or uncoded bytes. The implemented version needs
m + k/2 symbols for decoding so that further potential for
optimization is given here. Nevertheless, we can very well
The times TStore and Trest are derived from measurements
determine the aforementioned times for the encoding and with the presented prototype. For PSP-Auto, multiple failure
decoding to provide realistic simulations. In Figure 3, the profiles have been simulated to investigate different (extreme)
process of creating the RS coded data chunks is depicted.
situations. The failure profiles are shown in Table II. The
failure profiles are significantly more pessimistic compared to
V. S IMULATION S ETUP
Before running the simulation, the environment and the the stable environment of access networks.
derived parameters for the simulation have to be determined.
The time resolution of the simulator has been set to milliseconds. As field of application, a chemical laboratory or volcano
monitoring is mentioned, which have increased requirements
in reaction time and determinism.
Such monitoring scenarios could benefit from time related
data from the past to draw conclusion for the future. Any further
parameters are described in Table I. For each participant, a data
set of 1 KByte is assumed. The distribution period TDist is set
to two seconds, which is a high actualization rate compared to
the originally intended domain described in [3], [4]. Thus, in
a normal case a every participant distributes his data set every
two seconds. Additionally, it is very important to determine the
stability of the system by investigating the influence of failing
devices. The mentioned use cases could comprise extreme
conditions, which leads to a high probability of failing devices.
Therefore, a main goal of the simulation is to determine the

FAILURE P ROFILE
1
2
3
4
5
6
7

DAILY R ESETS
0
1
2
5
6
8
10

PN
100,000
98,958
97,917
94,792
93,75
91,667
89,583

TABLE II
FAILURE PROFILES OF THE NODES IN THE AUTOMATION SCENARIO .

VI. S IMULATION R ESULTS AND E VALUATION
In order to adapt to the new scenario, new simulation
parameters have to be chosen. Based on the simulation
parameters determined for PSP-Auto, again simulations have
been performed with the aim of analyzing the amount of data,
load peaks, and the robustness of PSP-Auto.
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Fig. 4. Accruing data amount in GByte during one day

Fig. 6. Number of failing data recoveries from the network within the simulated
day. This is an average value and represents the number of events a node is
not able to restore its own data after a failure and reboot.

their data again shortly afterwards, the likelihood of load peaks
increases. Figure 6 depicts whether and how often nodes could
not restore their data. Here, it is apparent that few nodes and
high failure rates lead to an exponential increase in failures.
With only 25 nodes, 5 failures per day and per node already
lead to the first scenarios where data cannot be recovered. With
100 node, this is the case for 8 failures per day and per node.
With an increasing number of nodes, the network becomes
much more stable.

Fig. 5. Highest peak load per millisecond in KByte during the day

In Figure 4, the accruing data traffic in GByte is apparent for
a day. It increases linearly with the number of nodes. Again,
it can be seen that for a high failure rate, the total amount of
data decreases as failing nodes no longer save their data in a
distributed way in the network. Assuming that there are no
failures, this corresponds to the case that the highest possible
amount of data is generated. This results in an average data
rate for a node of 7.57 bytes/s. This low load does not overload
the embedded systems.
The peak load in KByte per millisecond is shown in Figure
5. With an increasing number of nodes, the peak load increases
as the likelihood that multiple nodes exchange data at the
same time increases as well. Another aspect to be considered
is that with an increasing number of node failures, the peak
load increases as well but the distributed data volume does
not. This results from the fact that a node immediately starts
to distribute its data again after a failure and previously also
collects its old data stored in the network. Thus, if many nodes
randomly fail in a continuous period and then start to distribute

Another conclusion drawn from the results consists in the
fact that if the search tolerance ST in the Kad network is set
to such a value that each chunk is stored only on one node,
individual nodes have to carry a greater data load. As apparent,
a small number of nodes has the disadvantage that they are
much more prone to failures as usually several chunks are lost
in case of a node failure. With an increasing number of nodes
and (as a result) decreasing search tolerance, the chunks are
better distributed throughout the network and the nodes need
to store less chunks.
With increasing number of nodes, which aid in the distributed
data storage, the network becomes more and more robust.
However, for 10 failures per day and node, for each simulated
network size scenarios occur, in which a recovery of the data
is not possible. The values equate to approximately 0.1 to 0.22
failures (average value per measuring point calculated from 10
simulation runs per measuring point) of not recoverable data
on average per day.
This results from the fact that the search tolerance ST is
always adapted to the size of the network and thus unnecessary
redundancy is avoided. Also, since the proportion of failing
nodes in the network is constant in percentage, this behavior
has been expected. An increase of the ST would provide
remedy if such a pessimistic scenario has to be assumed.
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VII. C ONCLUSION
This paper presents simulation results for a system called
PSP-Auto, which realizes a distributed memory using P2P
technology. The adaptations to automation environments and
the determination of the limits of the system provide an
excellent indication about the performance. The parameters
determined by means of a prototype have been directly included
in the simulations. The results show a high reliability even in
case of high device failure rates. Only in small networks and
if assuming very high failure rates, PSP-Auto is no longer able
to restore data sets distributed in the network. The simulated
system consists of thousands of devices and shows soft realtime properties as realistic values have been derived from a realtime capable prototype. However, the communication between
the devices is not deterministic yet as standard Ethernet is
used. Prospectively, even hard real-time can be achieved when
employing real-time capable Industrial Ethernet approaches for
device interconnection.
ACKNOWLEDGEMENT

European Union

This work is partly granted by the Research
Fund Mecklenburg-West Pomerania, Germany,
as well Social
as the European
European
Fund Social Fund.
R EFERENCES
[1] P. C. Evans and M. Annunziata, “Industrial Internet: Pushing the
Boundaries of Minds and Machines,” General Electric, Tech. Rep.,
November 2012.
[2] C. Evans, “The internet of things: How the next evolution of the internet
is changing everything,” in Cisco Internet Business Solutions Group
(IBSG), 2011.
[3] P. Danielis, M. Gotzmann, D. Timmermann, T. Bahls, and D. Duchow,
“A peer-to-peer-based storage platform for storing session data in internet
access networks,” Telecommunications: The Infrastructure for the 21st
Century (WTC), 2010, pp. 1 –6, sept. 2010.
[4] J. Skodzik, P. Danielis, V. Altmann, and D. Timmermann, “Extensive
Analysis of a Kad-based Distributed Storage System for Session Data,”
in 18th IEEE Symposium on Computers and Communications (ISCC),
2013, pp. 489–494, dOI 10.1109/ISCC.2013.6754994.
[5] G. Zhao, Z. Wang, W. Li, and K. Wang, “An embedded laboratory
security monitoring system,” in Measuring Technology and Mechatronics
Automation (ICMTMA), 2011 Third International Conference on, vol. 1,
Jan 2011, pp. 395–398.

European Union
European Social Fund

[6] J. Linying, Z. Zhiliang, L. Hailong, and G. Zhenhua, “Embedded
laboratory environment monitor system,” in Information Engineering,
2009. ICIE ’09. WASE International Conference on, vol. 2, July 2009,
pp. 197–201.
[7] C.-H. Liu and P.-C. Teng, “The safety design of the laboratory
monitoring system,” in Networked Computing and Advanced Information
Management (NCM), 2010 Sixth International Conference on, Aug 2010,
pp. 509–513.
[8] Y. Qiao, G.-P. Liu, G. Zheng, and W. Hu, “Ncslab: A web-based
global-scale control laboratory with rich interactive features,” Industrial
Electronics, IEEE Transactions on, vol. 57, no. 10, pp. 3253–3265, Oct
2010.
[9] J. Robinson, J. Frey, A. Stanford-Clark, A. Reynolds, and B. Bedi,
“Sensor networks and grid middleware for laboratory monitoring,” in
e-Science and Grid Computing, 2005. First International Conference on,
July 2005, pp. 8 pp.–569.
Locke,
“Mq
telemetry
transport
(mqtt)
[10] D.
v3.1
protocol
specification.”
[Online].
Available:
http://www.ibm.com/developerworks/webservices/library/ws-mqtt/wsmqtt-pdf.pdf
[11] S. Geoghegan, G. McCorkle, C. Robinson, G. Fundyler, S. Ramaswamy,
J. Brown, and M. Itmi, “A p2p, agent-based system of systems architecture
for cooperative maritime networks,” in Consumer Communications and
Networking Conference, 2009. CCNC 2009. 6th IEEE, Jan 2009, pp.
1–2.
[12] I. Stoica, R. Morris, D. Karger, M. F. Kaashoek, and H. Balakrishnan,
“Chord: A scalable peer-to-peer lookup service for internet applications,”
in Proceedings of the 2001 Conference on Applications, Technologies,
Architectures, and Protocols for Computer Communications, ser.
SIGCOMM ’01. New York, NY, USA: ACM, 2001, pp. 149–160.
[Online]. Available: http://doi.acm.org/10.1145/383059.383071
[13] A. I. T. Rowstron and P. Druschel, “Pastry: Scalable, decentralized
object location, and routing for large-scale peer-to-peer systems,” in
Proceedings of the IFIP/ACM International Conference on Distributed
Systems Platforms Heidelberg, ser. Middleware ’01. London,
UK, UK: Springer-Verlag, 2001, pp. 329–350. [Online]. Available:
http://dl.acm.org/citation.cfm?id=646591.697650
[14] P. Maymounkov and D. Mazieres, “Kademlia: A peer-to-peer information
system based on the xor metric,” in Revised Papers from the First
International Workshop on Peer-to-Peer Systems. IPTPS, 2002.
[15] R. Brunner and E. Biersack, “A performance evaluation of the Kadprotocol,” Institut Eurecom, France, 2006.
[16] S. B. Wicker, Reed-Solomon Codes and Their Applications. Piscataway,
NJ, USA: IEEE Press, 1994.
[17] J. Skodzik, P. Danielis, V. Altmann, and D. Timmermann, “Hartkad: A
hard real-time kademlia approach,” in 11th IEEE Consumer Communications & Networking Conference (CCNC), 2014, pp. 566–571, dOI
10.1109/CCNC.2014.6866588.
[18] Avnet. [Online]. Available: http://www.zedboard.org/
[19] Real Time Engineers Ltd. [Online]. Available: http://www.freertos.org/
[20] Free
Software
Foundation,
Inc.
[Online].
Available:
http://savannah.nongnu.org/projects/lwip/
[21] R. Steinmetz and K. Wehrle, Peer-to-Peer Systems and Applications.
Springer, 2005.

