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Introduction saa

m Java for programming
>

>
>
>

the World Wide Web,
distributed applications,
embedded systems,
smart cards

SmartCard Java

smaurt cards
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What 1s a smart card?

B Mmicroprocessor
> 8..32bit, 3.5.. 5 MHz

B memory
> ROM (16 - 32 KByte)
> RAM (0,5 - 1 KByte)

» EEPROM (8 - 16 KByte),
I l l NVRAM

Bus

] ]

Crypto- M icroprocessor
acceler ator eg. 8051/6811
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What i1s a split IVM? oftiine

m  Split IVM process - offline and on-line
m  Offline

>  Class loading, name resolution and linking
>  Verification
>  Byte code optimization and conversion

Java Card Virtual Machine

Applet
Image Java Chip
(CAP-file)

OS /JCRE
Converter

PC (offline) : smart card
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Wha.t |S a Sp“t JVM’) online

m  Split IVM process - offline and on-line

m Online
>  Signature check
>  Byte code interpretation

Java Card Virtual Machine

Converter

PC (offline)

Applet
Image
(CAP-file)

Java Chip

OS /JCRE

smaurt card
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Java. on Smart CardS limitations & features

language constraints

» no strings, chars, floating point, threads
> no <clinit>-methods, (java.*),

» one-dimensional arrays

JVM constraints

small byte code subset

stack size: 127 bytes vs. 64K words
# instance methods: 127 vs. 65535
256 instance fields per class

array size is limited to 32767 fields

class extension
» new packages (javacard.* , javacardx.*)

YV V V V V
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Java on smart cards features

m JavaCard Runtime Environment

> no garbage collection
. memory reserved using NEW will never be released

» Instance sharing
. communication with card accepting device (CAD) by APDU
. exception handling
atomic operations, transactions

>  persistent and transient objects
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Java on smart cards swimpiementation
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Accessing applet images

base relative address to applet image:
oj{ofl1|1|0|1|0|0|0O|2|0O|2|2|21]|0]|O

N J

( applet or API? >

.

base address

base address

absolute address

: API
to applet image

applet

selector applet (=0) or API (=1)
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Implementation wodutarity

m no big "switch-case” - construct

m  modularity as in HW
>  simulation model looks like structural description

m hardware based m Dbyte code based
Hardware Virtual Machine
ALU Array Access
Stack Memory Access
Memory Unit Method Invocation
Registers
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Implementa“()n ISsues

m  Pre-processor
>  C++
m JavaCard Runtime Environment
> C, must be transformed into JAVA for Java-Processor
> executable onboard and offboard for test purposes
> no OS
> no additional opcodes
m Security
no direct HW-access by applet (® API)

> HW can detect illegal APl-access
>  no runtime-byte-code-verifier
> no stack overflow / underflow-checking (but error handling)
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Implementation resuis

m  modularity instead of ,case®-construct

m  modularity with respect to
> WP components
» groups of byte codes

m 11 Kbytes ROM (no uC specific optimization)
m additional cost for modularity : 3 Kbytes
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Moving to hardware

Hardware Standard processor & peripherals

m problem: how to access HW without dedicated opcodes?
» expand your opcode-space
> overhead on PICOJAVA-II: 33 %
>  we really need: |IO-Read, 10-Write, applet-select
. functionality (API) is located in firmware

. no small footprint architecture without processor-OS
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Java on Smart CaI‘dS Java processor implem.

- Merged OS and processor
- VM ispart of JISM and JCRE

- native methods are firmwar e

Executive

Smartcard OS

Virtual Machine
native methods

[ JAVA processor W
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Datapath
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Conclusion

two different JVM’s for resource-critically systems
> 8051, VHDL

8051 based implementation of a JCVM

3(!) new opcodes

firmware (APIl) is merged with processor
Java-processor currently under development
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Questions ?
o
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