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Abstract
An
efficient
implementation
of
modular
exponentiation, i.e., the main building block of many
public key cryptographic devices, is achieved by
algorithmic optimization of the Montgomery modular
multiplication algorithm based on multiple precision such
that pre-computation of N0´ = - N0 -1 mod W can be
avoided. This can be attained by modifications of the
multiplier used.

1. Introduction
Many cryptographic schemes, such as RSA scheme [1],
ElGamal scheme, etc., are based on modular
exponentiation of long integers (up to 2048 bits). A widely
used method to perform modular exponentiation (ME) is
the 'square and multiply'-technique [2]. In 1985, P. L.
Montgomery proposed an algorithm for modular
multiplying A B mod N without trial division [3]. In [4]
different modular reduction algorithms for large integers
are compared with respect to their performance and the
conclusion was drawn that modular exponentiation based
on Montgomery’s algorithm has the best performance.
•

In this paper we propose a new architecture achieving
low latency for the Montgomery modular multiplication
algorithm, which does not require the precomputation of
N0´ = - N0 -1 mod W and thereby reducing the number of
clock cycles necessary for modular multiplication. Hence,
we also speed up modular exponentiation.

2. Montgomery multiplication
Let A, B be elements of ZN, where ZN is the set of
integers between [0, N-1]. Let R be an integer relatively
prime to N, e.g. gcd(R, N)=1, and R > N. Then, the
Montgomery algorithm computes
MonProd(A, B) = A B R -1 mod N.
•

•

Since the algorithm works for any R being coprime to
N it is more advantageous if R is a power of 2, e.g. R=2x,
since a division by a power of 2 is a simple shift.

For computing the Montgomery product we need two
additional values, N´ and R-1 being the modular inverse of
R mod N, i.e., R R-1 = 1 (mod N). To calculate R-1 the
extended Euclidian algorithm is used. N´ is an integer with
the property R R-1-N N´ = 1. The algorithm for
Montgomery Multiplication is given below:
•

•

•

Algorithm 1: computes u = a ⋅ b R -1 mod N

t = a ⋅b
m = t N´ mod R
u = (t + m N ) / R
if u ≥ N then u = u - N
In many cryptographic devices large intermediate
results are stored in RAM instead of flip-flops to get small
footprint architectures. This is often the case in smart cards
or FPGA based solutions. The width w of the RAM is
therefore a given design constraint [5].
1.
2.
3.
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Many optimizations have been reported over the last
years. Dussè and Kalinski first noted that in the case of
multiple-precision it is possible to use N0´ = –N0-1 mod W
(N0´ and N0 are the w least significant bits of N´ and N´,
respectively) instead of N´[6].
Koc et al. analyzed several implementations of the
Montgomery algorithm with respect to their performance
on general-purpose-processors [7]. It can be shown that the
Finely Integrated Product Scanning method (FIPS) is best
suited for hardware implementation due to its low clock
cycle count. The FIPS method interleaves the computation
of a b and m n and requires 2s2+s multiplications, with
s=én/wù. The FIPS method executes the Montgomery
multiplication row-wise from the right to the left.
Therefore, a 2w+1+log2s-bit wide accumulator is required
•

•

2.1 Preparing the multiplier for reduction
We now take a closer look at line 2 of algorithm 1
which stated that m = t0 N0´ mod W, with t0 (and N0´)
representing the w-lower bits of t = a b (and N´) and W
being the RAM width. It can be observed that for W=2
(binary case) one does not have to perform a modulo
reduction of t0 N0´ mod 2, since we have simple 1 bit x 1
•

•

•

bit multiplication which can be realized using a single
AND-gate, e.g. m0,0 = t0,0 AND N0,0´. This property is
widely used for implementing Montgomery multiplication
using systolic arrays [8]. The system modulus N in the
RSA-scheme is always odd, since N is the product of two
large primes. Let N be an odd integer. Then N´ is also odd
since N0,0 N0,0´ = –1 mod 2.

multiplications of two w w - words. Employing the
optimized implementation we can reduce the number of
multiplications to 2 s2, since the calculation of m = t0 N0´
mod W can be avoided. The architecture proposed in this
paper allows to compute 1743 modular multiplications per
second (n=512, w=16, f=3.58 MHz), at least 21 times the
number of modular multiplication presented in [9] .

Using this property of N´ we get m0,0 = t0,0. Figure 1
depicts a 4-bit Montgomery multiplier during the reduction
cycle, where t=(t7, t6, ..., t0), n=(n3, n2, n1, n0), and u= (u4,
u3, ..., u0). The dotted lines in Figure 1 are mj,
correspondingly. Obviously, we do not need N0´ to
compute the reduction. Figure 1 is showing the finally
implemented multiplier.

We present a novel multiplier architecture suitable for
smart card implementation to perform a modular
exponentiation based on Montgomery multiplication. A
VHDL description of an arithmetic co-processor for
computing modular exponentiation based on the optimized
Montgomery multiplication was developed. This model
could be parameterized by w and N. The proposed
architecture reduces the number of w w-bit multiplication
in one Montgomery multiplication by s. However, a statemachine to control the multiplier has to be implemented.
We are currently working forward to pipeline the
architecture so that a higher radix W can be used. The full
paper is available upon request due to the authors.
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Figure 1. Proposed multiplier architecture
The additional input calc_m is set to one if we want to
calculate m and is set to zero if we want to perform normal
multiplication. By means of the proposed architecture of
the optimized multiplier we do not have to precompute and
store N0´ = - N0 -1 mod W. Obviously, this comes not for
free. The price to pay is a state-machine to control the
multiplier.

2.2 Evaluation and summary
A multiple-precision Montgomery multiplication using
the FIPS implementation requires at least 2 s2+s
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