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Abstract— UPnP networks can be enriched by integrating
workflow management systems with UPnP capabilities. Thus,
interactions between UPnP devices become manageable and
UPnP networks can be used for entire technical or business
processes. On the other hand the integration of UPnP capa-
bility opens new perspectives for workflow management sys-
tems (e.g. controlling devices).

This paper describes how to enable workflow management
systems in UPnP networks. We identified two levels of inte-
gration: workflow management systems that control UPnP
networks and workflow management systems that act as an
UPnP device at the same time. In the latter case we propose
two UPnP services: WorkflowControl service offering actions
for creating process instances, actions for controlling and for
observing them and ProcessDefinition service allowing install-
ing/uninstalling process definitions. This approach was suc-
cessfully implemented and tested within an UPnP audio video
network. We are not aware of any other approach integrating
workflow services into UPnP enabled embedded systems.

Index Terms—UPnP, workflow, SOA, process manage-
ment.

1. INTRODUCTION

Service Oriented Architectures (SOA) is a keyword in
today’s information technology. Currently it plays an in-
creasing role in desktop and business environments and
enterprise systems. In the foreseeable future devices will be
integrated in SOAS, too. Appropriate technologies are Uni-
versal Plug and Play (UPnP) [1] and Devices Profile for
Web Services (DPWS) [21]. Devices are represented by
their services which are described in a standardised way.
Devices just have to enter the network and are ready to in-
teract and communicate with any other device in the net-
work.

A lot of specifications have to be set up for driving
SOAs to full capacity: automatic integration of services
(publishing and discovery), communication, security, man-
agement, workflow, (semantic-rich) descriptions, and reli-
ability. The Information Technology for Furopean Ad-
vances (ITEA) [22] project Service Infrastructure for Real-
time Embedded Networked Applications (SIRENA) [23]
uses UPnP and DPWS as underlying SOAs. Within
SIRENA we define a framework that deals with the before-
mentioned SOA requirements. In this paper we concentrate
on workflow and UPnP networks.

In June 1999, the Universal Plug and Play (UPnP) Fo-
rum [1] was founded by Microsoft to set up a service ori-
entted standard for integrating devices and services in a
small network area and to define their usage.

Several implementations (UPnP stacks) for different
programming languages and operating systems are avail-
able such as the stacks of Siemens [2], Cyberlink [3], and
Intel [4]. For a nearly complete overview of obtainable
stacks the website of the UPnP Forum is recommended.

There are two levels of specifications: UPnP Device Ar-
chitecture (UDA) [5] defines a generic protocol that has to
be implemented by all UPnP devices, and the Device Con-
trol Protocols (DCP) define specific device types and ser-
vice types. Up to now there are several DCPs available such
as Printer, Lighting, MediaServer and MediaRenderer.
However, protocols that enable workflow systems as UPnP
devices are still missing although process management is
already an integral part of other SOAs such as the Business
Process  Execution  Language for Web  Ser-
vices (BPEL4WS) [24] in Business Process Management
(BPM).

A workflow is a step-by-step operation of a process.
These operations can be executed in a manual or in an
automatic manner. When workflow is related to informa-
tion technology it defines a process that is executed by a
workflow management system. When designing a process
it can be assigned to external systems and applications.
Both are accessible by using workflow management system
specific connectors (e.g. plug-ins) that have to be installed
on a workflow management system in advance or that have
to be available at runtime, respectively. Currently, there are
a lot of well-defined workflow standards that are widely
used. These standards are related to automation of business
processes. However, a standardized way for automating
technical processes is still missing. Enabling workflow in
UPnP networks is a first step to close the existing gap be-
tween technical- and business-oriented processes.

There are several works written on using SOAs for proc-
ess management. The mostly evolved technology in this
context is Business Process FExecution Language for Web
Services (BPEL4WS) which will be used here as a reference
to similar technologies.

BPEL4WS uses an XML based language to define busi-
ness processes that interact with external entities through



Web Service operations. A set of Web Service orchestration
concepts are defined to provide external (abstract) and in-
ternal (executable) view of a business process. Further-
more, BPEL4WS supports implicit creation and termina-
tion of process instances and uses Web Services as the
model for process decomposition and assembly.

We are not aware of any process management approach
for UPnP although UPnP is a widely accepted SOA for
small network pushed by the home automation and au-
dio/video entertainment domain. Due to that need of UPnP
service orchestration we have integrated a workflow man-
agement system into a UPnP network. Thereby we applied
techniques which are also used in BPEL4WS.

After introducing relevant technologies in chapter 11, we
identify possibilities how to integrate workflow systems in
UPnP networks in chapter III. Chapter IV then presents an
application scenario that has been successfully tested.

II. RELEVANT TECHNOLOGIES

In the following relevant technologies SOA, UPnP and
workflow management system are explained for further
understanding.

A. Service Oriented Architectures

The concept of Service Oriented Architectures (SOA)
exists since the beginning of the nineties. A SOA is a sys-
tem that contains of loosely coupled resources. Resources
are ¢.g. devices or applications. Resources are made avail-
able to other participants in the network as independent
services that are accessed in a standardized way. In a SOA
services can be added and removed dynamically. Service in
terms of SOA is an independent functional unit that can be
used remotely by a defined interface typically running out-
side of the own environment.

Well known SOA implementations are WWeb Services ar-
chitecture [6], Java Intelligent Network Infrastructure
(JIND) [7], Universal Plug and Play (UPnP) and Home Au-
dio Video interoperability (HAVi) [8].

B. UPnP

UPnP supports ad-hoc networking of devices and ser-
vices by defining their announcement, discovery and usage.
Programming languages and transmission media are not
assumed. Only protocols and interfaces are specified in-
stead.

The UPnP specification is divided into six phases: ad-
dressing, discovery and description specify automatic inte-
gration of devices and services; control, eventing and pres-
entation specify how to use them.

UPnP is based on a client-server-concept where UPnP
devices (servers) offer their services to a network and
UPnP control points (clients) can be utilized to find and
use them (Fig. 1). Usage of devices is possible through in-
terconnected IP networks, whereas dynamic integration of
devices is limited to local IP networks.
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Fig. 1 UPnP network components

In order to participate in networking a device needs a
unique IP address. UPnP devices use discovery to announce
themselves and their services (ddvertisements). Control
points use discovery to search for devices and services
(Searching), and use Simple Object Access Proto-
col (SOAP) [9] messages for invoking actions on services.

Fig. 2 shows required protocols of the UDA (e.g. SSDP,
GENA and SOAP) and defined protocols by the
UDA (Discovery, Control and so on). These protocols are
extended by the Standardized DCPs.
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Fig. 2 UPnP protocol stack

C. Workflow

The term workflow refers to the automation of a business
process, in whole or part, during which documents, infor-
mation or tasks are passed from one participant to another
for action, according to a set of procedural rules [10].

The Workflow Management Coalition (WIMC) [11],
founded in August 1993, is a non-profit, international or-
ganization that develops the use of workflow by defining
and promoting standards for software terminology, interop-
erability and connectivity between workflow products.

In a more general definition workflow can be treated as
a manual or automated step-by-step operation of a gener-
ally known process. As an example consider eBay's [12]
trading and rating system from the seller's point of view:
The seller has to set up a web side that offers a product. Af-
ter purchasing the auction eBay sends emails to seller and
buyer to notify about the upcoming trade. The buyer speci-
fies the method of payment. According to the buyer's selec-
tion the seller sends information such as article number,
banking account and the sum. When cashed the seller de-
livers the goods and waits until the buyer makes a rating.
The seller's last activity is to make a rating, too. This is a
well-known and typical process for eBay sellers. For a long
time most of these steps had to be done manually. Accord-



ing to this defining workflow is not new. That's why it
should be explicitly noted that workflows related to infor-
mation technology and to WIMC are dealing with business
processes in an automatic manner (In the case of eBay Af-
terBuy [13] is a tool that handles the described process
automatically).
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Fig. 3 Workflow management system

For that purpose WIMC announced several specifica-
tions that are integrated into the overall workflow system
architecture (Fig. 3) as follows: Business processes are de-
fined by process definitions using the XML Process Defini-
tion Language (XPDL). Process definitions describe the
intended process incrementally by putting together activi-
ties (¢.g. invoking an application) and control nodes (¢.g.
and-split, and-join). Process definitions are accessible via
the Workflow Process Definition Interface and are inter-
preted and executed by a Workflow Management System.
At execution time the workflow management system cre-
ates a workflow instance and controls their interaction with
workflow participants by using software components run-
ning on one or more workflow engines. Communication
between different workflow engines is provided by the
Workflow Interoperability Interface for supporting chained
processes running on different systems from different ven-
dors. Last but not least workflow integration into desktop
systems can be implemented by using the Workflow Client
Application Application Programming Interfaces (WAPIs).
These interfaces provide capabilities to access workflow
management engine services.

III. INTEGRATING WORKFLOW MANAGEMENT SYSTEMS
INTO UPNP NETWORKS

We identified two levels of integration: workflow man-
agement systems that control UPnP networks and workflow
management systems that act as an UPnP device at the
same time. In the latter case we propose two UPnP services.

A. Workflow Management System acting as UPnP
Control Point

From the workflow management system's point of view
the usual way to access external applications is by connect-
ing them through plug-ins (Fig. 4). Applying this approach
to UPnP networks the UPnP network, consisting of UPnP
devices and services, can be considered as a collection of
further applications that can be accessed via the control
point that is part of the workflow management system.

Each UPnP device presents an application.
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Fig. 4 Workflow management system acting as UPnP control point

B. Workflow Management System acting as UPnP
Device

The WIMC announced several standards that specify
how to communicate with a workflow management system
as introduced above. Extending the system with UPnP de-
vice and service capabilities can be considered as a further
standardized way to extend the interoperability of workflow
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Fig. 5 Workflow management system acting as UPnP device

When implementing an UPnP device, other control
points can use the workflow system via UPnP protocol
(Fig. 5). For that purpose we propose two UPnP services:
WorkflowControl service and ProcessDefinition service.
WorkflowControl service offers actions for creating process
instances, actions for controlling and for observing them.
This service is mandatory when implementing an UPnP
workflow device. Actions and their descriptions can be
found in table 1.



ProcessDefinition service is optional. It allows install-
ing/uninstalling process definitions. By implementing this
service a workflow management system is not limited to its
pre-defined process definition repository. Process defini-
tions are specified by passing a parameter that contains a
XPDL stream or by referencing a Uniform Resource Loca-
tor (URL) [14] that contains a XPDL file, respectively. Ac-
tions and descriptions of ProcessDefinition service can be
found in table 2.

Table 1 WorkflowControl Service

Action Description

StartWorkflow Creates a process instance from a
given process definition. Takes all given
parameters and starts the execution of
the process with them. The process is
started asynchronously. A resultld is re-
turned and identifies the started process
for further handling. This string must be
reused when calling the other actions
AbortWorkflow, GetWorkflowStatus or
GetWorkflowResult.

AbortWorkflow Aborts and deletes a process if it is
still running or only deletes it, if it is
already done. If the process does not ex-
ist anymore or already was deleted, then
this action will only give an error which

can be ignored.

GetWorkflowStatus Returns the status of the given work-
flow as a string. Possible values are:
e  “Done”
The workflow has been exe-
cuted succesfully.
e "Executing"
The workflow is still running.
e "Executable"
The workflow has been created
but did not start running yet.
e  "Blocked"
The workflow has been exe-
cuted but was aborted and or
ended with an error.

GetWorkflowResult Returns the formal parameters that
are defined in the process to be the out-
put. Like the input, all output parame-
ters are given in one string. If there is
more than one value, they are separated

by comma.

RunWorkflow Executes a process synchronously.
First starts workflow by creating a proc-
ess instance from the given process defi-
nition. Then starts the execution and

waits for the results.

Table 2 ProcessDefinition Service

Action Description

registerProcess Installs a process definition under
the given definition name. XPDL
must be used for defining the proc-

€SS.

unregisterProcess Uninstalls a process definition.

UPnP devices describe their device specific information
and service capabilities by using XML formatted device
and service descriptions. Description templates can be
found in the UDA. When defining new types of devices and
services such descriptions have to be specified. For extracts
of these files see appendix.

IV. APPLICATION SCENARIO

In our scenario we demonstrated dynamic integration of
the GINGER [15] workflow management system into an
UPnP audio video (UPnP AV) network. For that purpose a
control point was used to play back various multimedia
items on different devices. The ability to create a picture
slide show was not implemented by the control point. How-
ever, we defined a process that realizes a slide show at the
workflow management system in advance. When advertis-
ing the workflow system to the UPnP network the control
point recognizes it and offers the slide show ability as a dy-
namically added feature to the user.

The UPnP Audio Video (AV) Architecture:0.83 [16] is
part of the standardized DCPs and specifies how to control
multimedia devices within UPnP network. For that purpose
two device types (MediaServer V1.0 and MediaRenderer
V1.0) and four service types are defined. A MediaServer is
a device that manages metadata of multimedia files and
streams. A MediaRenderer is a device that is able to play
back multimedia content such as TV displays, speakers,
beamer or Windows Media Player.
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Fig. 6 Scenario UPnP AV network

Our UPnP network consisted of several devices as
shown in Fig. 6: Philips Streamium MX60001 [17] is a
usual hi-fi system that is able to play back CDs, DVDs and
so on. Furthermore it provides its capabilities via an UPnP
interface as an UPnP Media Renderer. We implemented a
further Media Renderer running on a tablet PC. It provides
displaying pictures of various data format and was written
to the UniRo UPnP AV interfaces introduced in [18]. The
Media Renderer reference implementation CyberMe-
diaGate [19] was used for offering multimedia items to the
network, GINGER was used as workflow management sys-
tem, and both components were running on separate PCs.
A further tablet PC acted as an UPnP control point tailored
to control AV networks. It was also implemented by Uni-
versity of Rostock. In our implementations we used Java



and the Cyberlink UPnP stack.

GINGER is a process management system developed by
kachel GmbH for the integration of applications and sys-
tems based on configurable workflow definitions. Work-
flows are used for processing activities in form of graph-
like flows. Within these workflows systems and/or applica-
tions are accessed for the purpose of function calls, of acti-
vation, of data access, of data transport or of any combina-
tion of these purposes. GINGER provides an open and
flexible plug-in mechanism for accessing systems and/or
applications, where plug-ins are used to couple an activity
to a system and/or application. For configuration and ad-
ministration of workflow-based applications GINGER pro-
vides tools to support definition-time as well as run-time.

For our scenario we extended the GINGER system by
UPnP device capabilities as described above (Fig.5) and
implemented the WorkflowControl Service. In the run-up
we defined a process definition for the GINGER system. To
execute the process the following parameters are required:
Unique Device Name (UDN) of the target rendering device,
a list of Uniform Resource Identifiers (URIs) [20] that refer
to the media items and the number of seconds the slide
show has to wait before displaying the next picture.

This scenario was successfully demonstrated at the Ce-
BIT' 2005 in Hannover, Germany.

V. FUTURE WORK

The Devices Profile for Web Services (DPWS) [21] was
announced in August 2004. Subtitle of this document is "A
Proposal for UPnP 2.0 Device Architecture". It specifies
discovery, control, eventing and description with respect to
web services. Therefore, it is a good candidate for further
evaluation. The Information Technology for European Ad-
vances (ITEA) [22] project Service Infrastructure for Real-
time Embedded Networked Applications (SIRENA) [23]
deals with a cross-domain (industrial, automotive, tele-
communication and home automation) SOA. The SIRENA
framework is based on DPWS. A first implementation of
DPWS has already been made for C programming lan-
guage and is highly applicable for small embedded devices.
Future work intends to integrate these embedded devices
into workflow management systems.

V1. CONCLUSION

Workflow management systems are not limited to auto-
mate business processes by using connected applications
only. By extending them with UPnP capabilities they also
have access to other UPnP devices and can use their ser-
vices. At the same moment workflow management systems
are themselves available as UPnP devices and therefore ac-
cessible by other control points. We presented our approach
by giving a scenario example and by defining two UPnP

' CeBIT is the worldwide largest exhibition for information
technology.

services that can be considered as a further standardized
way to make workflow systems interoperable. Thus, a first
step is taken to close the existing gap between technical-
and business-oriented processes.
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IX. APPENDIX

A. WMS Device Description Example

<?xml version="1.0"72>
<root xmlns="urn:schemas-upnp-org:device-1-0">
<specVersion>
<major>1</major>
<minor>0</minor>
</specVersion>
<URLBase>http://www.kachel.biz:2005/wms</URLBase>
<device>
<deviceType>
urn:schemas-kachel:device:WMS:1
</deviceType>
<friendlyName>
Workflow Management System
</friendlyName>
<manufacturer>Kachel</manufacturer>



<manufacturerURL>
http://www.kachel.biz
</manufacturerURL>
<modelDescription>
Workflow Management System
</modelDescription>
<modelName>Ginger WMS Wrapper</modelName>
<UDN>uuid:wms-2345-356945-859797</UDN>
<serviceList>
<service>
<serviceType>
urn:schemas-kachel:service:WorkflowControl:1
</serviceType>
<serviceId>
urn:kachel:serviceld:WorkflowControl
</serviceId>
<SCPDURL>/wfc.xml</SCPDURL>
<controlURL>/control/wfc</controlURL>
<eventSubURL>/event/wfc</eventSubURL>
</service>
<service>
<serviceType>
urn:schemas-kachel:service:ProcessDefinition:1
</serviceType>
<serviceId>
urn:kachel:serviceld:ProcessDefinition
</serviceId>
<SCPDURL>/pd.xml</SCPDURL>
<controlURL>/control/pd</controlURL>
<eventSubURL>/event/pd</eventSubURL>
</service>
</serviceList>
</device>
</root>

B. WMS WorkflowControl Service Description wfc.xml
(extract)

<?xml version="1.0"72>
<scpd xmlns="urn:schemas-upnp-org:service-1-0">
<specVersion>
<major>1</major>
<minor>0</minor>
</specVersion>
<actionList>

<action>
<name>GetWorkflowStatus</name>
<argumentList>
<argument>
<name>id</name>
<direction>in</direction>
<relatedStatevVariable>
A _PARG TYPE 1d
</relatedStatevVariable>
</argument>
<argument>
<name>status</name>
<direction>out</direction>
<relatedStatevVariable>
WorkflowStatus
</relatedStatevVariable>
</argument>
</argumentList>
</action>
<action>
<name>AbortWorkflow</name>
<argumentList>

</argumentList>
</action>
</actionList>
<serviceStateTable>
<stateVariable sendEvents="no">
<name>A ARG TYPE Id</name>
<dataType>string</dataType>
</stateVariable>
<stateVariable sendEvents="no">
<name>WorkflowStatus</name>
<dataType>string</dataType>
<allowedValueList>
<allowedValue>Done</allowedValue>
<allowedValue>Executing</allowedValue>
<allowedValue>Executable</allowedValus>
<allowedValue>Blocked</allowedValue>
</allowedValueList>
</stateVariable>

</serviceStateTable>
</scpd>



