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Abstract

Abstract

An increasing demand for highly automated, process-oriented, and distributed systems con-
sisting of a large number of interconnected heterogeneous hardware and software components
is noticeable for the last years. They require a high interoperability across heterogeneous
physical media, platforms, programming languages and application domains. The Service-
Oriented Architecture (SOA) approach addresses these problems and represents the next
step in the endeavor of component based development and re-usability. Among the differ-
ent implementations of SOA, Web service architectures have achieved highest acceptance in
enterprise applications. Their Devices Profile for Web Services (DPWS) has remedied the
missing support for devices. DPWS receives growing attention since its first announcement.
However, it still misses process orientation standards. The Web Services Business Process
Execution Language (WS-BPEL) cannot be used for DPWS architectures although it works

well in other Web service architectures.

This thesis describes holistic and elaborated concepts for extending WS-BPEL with support
for DPWS — called Business Process Execution Language for Devices (BPEL4D). The il-
lustrated BPEL4D concepts focus on messaging, descriptions, discovery, publish/subscribe,
and security issues related to devices and their services. They also describe patterns for re-
curring design issues. The feasibility of these concepts is illustrated by a prototypic BPEL4D
engine. Furthermore, an exemplary BPEL4D discovery process is integrated into the B2B

maintenance scenario, which is part of the European ITEA project LOMS.

BPEL4D applies established mechanisms of business process management to the industrial
automation domain. Additionally, the thesis contributes to existing standards such as asyn-
chronous interactions for DPWS and a pull mechanism for requesting notifications of a

publish /subscribe system.

Kurzfassung

In den letzten Jahren hat die Nachfrage nach hoch automatisierten, prozess-orientierten,
verteilten Systemen zugenommen, die eine grofle Anzahl von heterogenen Hard- und Soft-
warekomponenten miteinander verbinden. Diese Systeme erfordern eine hohe Interoper-
abilitdt tber verschiedenartige physikalische Medien, Plattformen, Programmiersprachen
und Anwendungsbereiche hinaus. Service-orientierte Architekturen (SOA) widmen sich

genau diesen Problemen und bilden den néchsten Schritt im Bestreben nach komponenten-
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Abstract

basierter Entwicklung und Wiederverwendbarkeit. Unter den verschiedenen Umsetzungen
einer SOA haben Web Service Architekturen die hochste Akzeptanz im Umfeld von Un-
ternehmensanwendungen erreicht. Das dazu gehorende Devices Profile for Web Services
(DPWS) bietet Losungen zur Gerateintegration an und erlangt zunehmend an Bedeutung.
Leider existieren keine Prozessmanagementstandards, die auf DPWS anwendbar sind. Die
Web Service Business Process Execution Language (WS-BPEL) lésst sich auch nicht auf
DPWS-Architekturen anwenden, obwohl sie sich bei anderen Web Service Architekturen
durchgesetzt hat.

Diese Arbeit beschreibt ein ganzheitliches Konzept, um WS-BPEL auf DPWS-Anwendungen
zu erweitern. Es wird in dieser Arbeit unter dem Namen Business Process Execution Lan-
guage for Devices (BPEL4D) zusammen gefasst. Die beschriebenen Konzepte befassen sich
mit Themen wie Nachrichtenaustausch, Beschreibung von Geraten und Diensten, Suche nach
Geréten und Diensten, Publish-Subscribe- und Sicherheitsmechanismen bei der Verwendung
von BPEL4D. Weiterhin werden Designmuster fiir hdufig auftretende Anforderungen an Au-
tomatisierungsprozesse in Geréteensembles beschrieben. Die Machbarkeit der vorgestellten
Konzepte wird an einem Prototyp flir eine BPEL4D-Engine gezeigt. Auflerdem wird die
Implementierung eines BPEL4D-Discovery-Prozesses in das B2B Wartungsszenario des eu-
ropéischen ITEA Projektes LOMS integriert.

BPELA4D iiberfiihrt bewahrte Konzepte des Geschéftsprozessmanagements auf Anwendun-
gen der industriellen Automatisierung. Diese Arbeit leistet zusétzlich einen Beitrag zu
existierenden Web-Service-Standards wie zum Beispiel die Erweiterung von DPWS um
asynchrone Interaktionen und die Moglichkeit, Benachrichtigungen eines Publish-Subscribe-

Systems iiber einen sogenannten Pull-Mechanismus explizit anzufordern.
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Mind your thoughts —
they are the initiation of
your actions.

Chinese proverb

Introduction

In recent years, an increasing demand for highly automated, process-oriented, and dis-
tributed systems consisting of a large number of interconnected heterogeneous hardware
and software components is noticeable. These systems — usually composed of components
from different manufacturers — require a high interoperability across heterogeneous physical

media, platforms, programming languages and application domains facing several problems:

Proprietary interfaces. Components have mostly proprietary interfaces weakening
compatibility and developers must know them in order to use such components.
Limitations in the awareness. Component users are often not aware of other compo-
nents’ functionalities.

Limited discovery capabilities. Component users do not know how to search for a com-
ponent with certain functionality nor do they know, which components are available
in a certain scope.

Proprietary methods for interactions. The interaction mechanisms between compo-
nents are mostly bound to their application and application domain. The formats for
exchanging message as well as used data formats are mostly proprietary.

Constrained composition capabilities. Processes/workflows describing the interactions
between components are designed for specific applications and domains and seldom

applicable for other components and applications.

Hardware components have additional requirements in comparison to software components.

These are in particular:

* Location awareness. In contrast to software components, the location of hardware
components is usually important for their application. Offered functionality is often

bound to a specific location. For example, the location of a printer is important to its
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CHAPTER 1. INTRODUCTION

users, as it has to be in reachable distance. Therefore, also the printing functionality
is bound to the location of the printer whereas software components can be made
available anywhere and where their functionality is required, respectively.

* Mobility support. Furthermore, mobile devices can roam between networks possibly
resulting in changing addresses of the network protocols.

* Statefulness. From the outside-in view, a software component can be designed in a
stateless way by starting a new instance with default values when the component is
invoked. Device components mostly have a state, which has to be taken care of. For

example, a printing device being invoked while printing has to queue the printing job.

These problems are solved for certain proprietary applications and in mostly homogeneous

environments but a solution applicable for a large heterogeneous system is still missing.

The Service-Oriented Architecture approach addresses these problems and represents the

next step in the endeavor of component-based development and re-usability.

Service-Oriented Architectures (SOA) [1] is a design paradigm for the interaction
between heterogeneous components supporting autonomy and interoperability. The under-
lying philosophy is that every component offers certain functions, which might interest other
components or users. SOA provides an outside-in view (orientation) on the functionality
of components — whose self-described interfaces to their functionality are called services
— rather than deriving the interface from the implementation. Developers utilize this for

building architectures of heterogeneous components derived from their application.

Service-Oriented
Architectures

5 o S
sl 22l 2l 4G
2l e8| Bl SE
E <iE @ °
@ (&) o o=
[a) O
\ Simplicity |
Security |
\ Standards |

Figure 1.1: The foundation and columns of a SOA.

The SOA paradigm is based on following foundation and principles shown in figure 1.1

(adapted from Dostal et al., 2005 [2]): Service-orientation is based on open standards en-
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suring interoperability. Although security is not an attribute of SOA, it is important to
foster acceptance. SOA is based on simplicity in the sense of flexibility, re-usability, and
adaptability in the usage of services and the integration of services into heterogeneous ser-
vice environments. The attribute distribution stands for the independence of services, which
self-contain their functionality. New applications can be build by designing the interaction
of services and the definition of policies (if needed) to formulate interaction constraints. Ser-
vices are loosely coupled allowing dynamical searching for, finding and binding of services.
Services are clearly abstracted from their implementation and application environment. The
registry is a central repository for all available services in a certain environment. SOA im-
plementations without a registry make use of other advanced search mechanisms. Process
orientation in SOA shows a major advantage of SOAs and moves the technology closer to
its application. Processes and workflows can be designed and mapped into an interaction of

services by composing the corresponding services.

A Service-Oriented Architecture defines three roles: Service provider, client/user, and
optionally a registry. The service provider offers its functionality via a service (interface)
to a SOA. Therefore, it is generally known as service. Service clients/users make use of the
functionality offered by a service provider. A service registry is used by service providers to
register themselves and by service clients/users to search for a specific service and to obtain

information required to establish a connection to the service provider.

In this thesis, a service provider is simply called service and a service client/user is called

service client or just client, if ambiguity is impossible.

Every service owns a description of its properties and capabilities, which has to be
described by the service developer. The format of the description is standardized and has to
be machine-readable (usually character-based in a XML format) and contains all information

needed to interact with a service.

Service
registry

Ssgngee/ _4. Query additional information | Service
y ;

. client/user

provider 5. Using service

D e —

Figure 1.2: Roles in a Service-Oriented Architecture.




CHAPTER 1. INTRODUCTION

A classical! SOA implementation involves five stages of service usage as shown in fig-

ure 1.2:

Stage 1. The service registers a limited description of itself including its general capabilities
at the service registry (publishing). If no service registry is available, the service announces
itself to the network by sending its description including basic capabilities (announcement).
The limited description fosters scalability by reducing network load as service clients are
normally only interested in specific functions of a service and not in all provided functionality.
Further description details are requested in a later step.

Stage 2. The service client sends a description of the desired service to the service registry
(discovery). In SOAs without a service registry, the discovery message will be sent to the
network or the service client listens for service announcements.

Stage 3. The service registry answers either with a failure response or by sending all service
descriptions matching the discovery request (discovery response). The service description
also includes the network address of the matching service/service provider. In the absence
of a service registry, the corresponding service providers will answer directly.

Stage 4. In the next step, service clients will request a detailed description of the capabilities
from the matching services to select the most reasonable one (description query).

Stage 5. The last step is the usage of the service according to the rules defined between
service provider and client (service usage). These rules are described in the detailed descrip-
tion of the service provider. If a service provider leaves the network, it should announce its

intentions by sending a bye-message to the registry and clients, respectively.

There are several implementations following the SOA paradigm. The subsequent paragraphs
briefly introduce the implementations being relevant in the context of this thesis.

The Open Service Gateway Initiative (OSGi) specification defines a service platform
that serves as a common architecture for service providers, service developers and software
equipment vendors who want to deploy, develop, and manage services [3]. The specification
is based on the Java promoting platform independence. Thereby, it is enabling the easy
integration of existing technologies. Deployed services are called Bundles and are plugged
into the framework. An OSGi service is a simple Java interface but the semantics of a
service are not clearly specified. The main disadvantage of OSGi is its reliance on Java.

The Home Audio/Video Interoperability (HAVi) was developed for the home do-
main. HAVi is still restricted to it, in particular IEEE1394 networks [4]. It offers Plug-
and-Play capability as well as Quality-of-Service (QoS) support (relying on IEEE1394 QoS

'Most SOA implementations follow this approach but not all.
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capabilities). Research demonstrates that HAVi can be combined with other middleware
such as UPnP and OSGi [5]. The availability of HAVi technology on the market is rather

low.

The Java Intelligent Network Infrastructure (Jini) was developed by Sun Microsys-
tems for spontaneous networking of services and resources based on the Java technology [6].
Services/devices are registered and maintained at a centralized meta-service called Lookup
Service but carry the code (proxy) needed to use them. This code is dynamically down-
loaded by clients when they wish to use the service. Each service access has to be performed
by using the lookup service. Jini’s main drawbacks are its reliance on Java and the need of

a centralized service registry.

Universal Plug and Play (UPnP) is a simple, easy-to-use SOA for small networks [7].
It supports ad-hoc networking of devices and interaction of services by defining their an-
nouncement, discovery, and usage. Programming languages and transmission media are not
assumed. Only protocols and interfaces are specified instead. The UPnP specification di-
vides the device lifecycle into six phases: Addressing, Discovery and Description (specifying
automatic integration of devices and services), Control (operating a remote service/device),
Eventing (subscribing to state changes of a remote service/device) and Presentation (URL
representation of a service/device specifying its usage). UPnP also specifies a usage profile
for distributed audio/video application — the UPnP AV architecture [8]. Several research
papers study its application [9, 10, 11]. UPnP supports smaller networks only. With an in-
creasing amount of services/devices, the amount of broadcast messages grows exponentially

in an UPnP network. Furthermore, UPnP supports [Pv4 only.

Web services (WS) can be considered as the SOA with the highest market penetration.
The Web service architecture provides a set of modular protocol building blocks that can be
composed in varying ways (called profiles) to meet requirements on the interaction of het-
erogeneous software components such as interoperability, self-description, and security [12].
Profiles define the subset of protocols used for implementing a specific application, required
adaptations of the protocols and the way they should be used in order to achieve interop-
erability. Web services address networks of any size and provide a set of specifications for
service discovery, service description, security, policy and others. The implementation is
entirely hidden from their interfaces and may be exchanged at runtime. Web services use
widely accepted standards such as XML (eXtensible Markup Language) and SOAP (Simple
Object Access Protocol) for message exchange. Unfortunately, Web services do not bring
Plug and Play capabilities and a sufficient solution (specifications and guidelines) for device
integration. This is leveraged by DPWS.




CHAPTER 1. INTRODUCTION

The Devices Profile for Web Services (DPWS), announced in August 2004 and
revised in May 2005 and February 2006 by a consortium lead by Microsoft Corporation, is
a profile identifying a core set of Web services protocols that enables dynamic discovery of,
and event capabilities for Web services [13]. The profile arranges several Web service speci-
fications such as WS-Addressing, WS-Discovery, WS-MetadataExchange, and WS-Eventing
for devices, particularly. In contrast to UPnP, it supports discovery and interoperability of
Web services beyond local networks. Temporarily DPWS was considered the successor of
UPnP and thus subtitled with “A Proposal for UPnP 2.0 Device Architecture” in one of
its earlier versions. However, DPWS is not compatible to UPnP and therefore it presents
a SOA implementation on its own. DPWS is part of the new Microsoft operating systems

Windows Vista and Windows CE.

Although current implementations focus on home or enterprise networks, there is also po-
tential for very small networks such as networks-on-chip (NoC) as described in Cornelius et
al. (2006) [14]. It is important to note that the concepts behind two SOA implementations
might be entirely different. Service-Oriented Architectures are just a paradigm how future
systems could look like and what requirements they should address. The SOA paradigm
does not define design specifications of such system nor does it address implementation

aspects.

1.1 Motivation

On the preceding pages, the problems of highly automated, process-oriented, and distributed
systems consisting of a large number of heterogeneous hard- and software components were
illustrated. The paradigm of service orientation was introduced together with several im-
plementations of SOAs.

The table presented in figure 1.1 is based on previous published research work by Bohn et
al. (2006) [15] and shows an excerpt of the evaluation results of mentioned SOA implementa-
tions with regard to the problems identified at the beginning of this chapter?. Although the
SOA paradigm theoretically addresses all problems, the individual SOA implementations
differ in their support for devices integration, integration of security concepts and standards
for service composition, plug and play capability, programming language and network media

independence, and scalability.

It is apparent, that the Devices Profile for Web Services (DPWS)? is most appropriate to

*For a detailed summary for presented technologies see the STRENA Technology Evaluation Report [16)
3A detailed overview of DPWS and underlying technology will be presented in chapter 2.
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OSGi HAVi JINI UPnP WS DPWS

Common interfaces & awareness v v v v v v
Searching & Interaction v v v 4 v v
Evolved composition standards v

Device support v v v v v
Plug and Play v v v v
Programming language independent v 4 v 4
Network media independent v v v v
Large scalability v v v v
Security v v v v v
High market acceptance v v v v v

Figure 1.3: Evaluation of service-oriented middleware.

solve the problems stated at the beginning of this chapter. DPWS possess standardized and
self-describing interfaces. Thereby, service clients are aware of the functionality being offered
by the service. Clients can search for services, which offer the functionality they are inter-
ested in or discover all available services. The message exchange patterns between clients
and services are also standardized. DPWS is especially designed for services residing on de-
vices. It comes with approaches for the integration of mobile devices with possibly changing
addresses and availability. Services are fixed to their corresponding devices. A publish/sub-
scribe mechanism is offered by DPWS to enable clients being informed about state changes
of devices they are interested in. Devices and their services announce themselves when en-
tering or leaving a network and thereby supporting real plug and play capability. DPWS
is programming language and network media independent. Large scalability is provided by
introducing a proxy concept for communication across networks. The security aspect is an
integral part of the Devices Profile for Web Services. In addition, the market acceptance
is increasing due to the integration into Windows Vista and Windows CE. Several printer

manufacturers also integrated DPWS into their products (e.g. Konica Minolta).

Summarized, DPWS offers extensive features to support the interoperability between dif-
ferent devices/services. DPWS compliant components are able to interact with each other
forming a highly distributed application. However, each client has to be programmed and
set up manually for each individual interaction with corresponding devices and services,
respectively. This is not a big deal for interactions between one client and several services
on devices but involves a huge effort for programming workflows or interaction processes
in large networks. Furthermore, DPWS does not offer a mechanism for the composition of

services.

Service composition is the possibility to combine a number of individual services in such

7




CHAPTER 1. INTRODUCTION

a way that a surplus value is created* [2]. Service composition can be divided into two
independent aspects: service orchestration and service choreography.

Service orchestration is the execution of a workflow/process of service interactions
controlled by a central entity (service orchestrator). The central entity plays the role of the
initiating client for each individual invocation of services.

Service choreography, by contrast, refers to a decentralized workflow /process, which
results from the interactions of each client-service interaction. In other words, each client is
aware of its own interactions but it is not necessarily aware of the interactions between other
clients and services. Nevertheless, all client-service interactions form a workflow /process.
A choreography description defines an observational behavior such as relations between

messages, conditions between message exchanges and exception handling.

/ Service Client 1
&Y orchestrator / —

Service 1
ervice / l R Servicd R
Client 2
s 4

Service 2 Service 3 Service 5

Service 6

Service interface Service client interface

Figure 1.4: Service orchestration vs. service choreography.

Figure 1.4 presents simple examples for service orchestration and choreography. In service
orchestration, the service orchestrator (as the central workflow/process coordinator) con-
trols the invocations of three services, their order and deals with possible failures. In a
choreography set-up, each participating component is (only) aware of its own interactions.
There is no central entity starting and controlling the workflow /process, respectively. The
choreography workflow is started by Client 1 when invoking Service 4.

Another aspect attracting attention while looking at figure 1.4 is that the individual
components do not have clearly assigned roles. Some of them act as both service and
service client (illustrated by their interfaces). That is often the case in real-life applications.
A strict separation can only be done for a single client-service interaction. For example,
the service orchestrator possesses an unconnected service interface. This can be used to
start the workflow /process by invoking the service orchestrator. Thereby, services and their
functionality can be composed to a single (meta-) service. Furthermore, Service 3 might

also be a composed service, which takes a long time to finish the execution of its process.

4“The whole is more than the sum of its parts.” Aristotle (384-322 BC)
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Therefore, the service orchestrator provides a callback interface that will be invoked by
Service 3 to deliver the response to its initial invocation (asynchronous service interaction).
In the meanwhile, the service orchestrator can perform other tasks and does not have to
wait for the response of Service 3. In addition, the redirection of responses to a third service
or client is possible in some SOA implementations as shown in the interaction between
Service 4 and Client 2.

It is obvious, that the process designer has more influence on aspects such as selection
of participating partners, fault tolerance, compensation of occurring errors and handling of
events by using service orchestration instead of service choreography. Service choreography
is useful if some internal aspects of interaction processes are not known (e.g. when involving
components from other companies, which themselves are interacting somehow).

This thesis rather concentrates on service orchestration, as we want to allow full control

other participating hardware components.

The orchestration of services to workflow processes falls into the category of business process
management5 .

Business process management (BPM) takes care of the planning, modeling, execut-
ing, and controlling of processes and workflows, respectively [17]. It bridges the gap between
business and IT by offering an outside view, which is oriented on the interaction process
of components rather than the performance of participating components. Participating
components are “black boxes” for the process designer. BPM reacts on the adaptability
requirements of constantly changing environments. It requires a standardized communica-
tion and interfaces to involved components. Process definitions in the area of I'T have to be
machine-readable to enable automation. Among the Web services protocols, the WS-BPEL
standard combines all aspects of BPM with the advantages of Service Oriented Architectures
represented by Web services.

The Web Services Business Process Execution Language (WS-BPEL) is an
XML format to describe machine-readable processes, which is based on Web services stan-
dards [18]. WS-BPEL processes can be designed using graphical tools and can be directly
executed by a WS-BPEL engine/orchestrator. WS-BPEL provides several concepts in order

to support flexible processes:

* Web services interaction. A WS-BPEL engine provides a Web services interface to
each WS-BPEL process. Thereby, WS-BPEL processes are started when their corre-

® Although process management originates from the business sector its concepts can be adapted to the
automation of technical processes, which is just the intention of this thesis.
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sponding Web service interface is invoked. Synchronous and asynchronous interactions
with other Web services are supported by WS-BPEL. Synchronous interaction is the
immediate response of a Web service to its invocation. Asynchronous interaction is
the delayed response of a Web service by invoking the corresponding callback interface
provided by the WS-BPEL process.

Structuring of processes. WS-BPEL offers validity scopes to distinguish between local
and global contexts. Processes can define loops, condition statements, sequential and
parallel execution. Dependencies between process threads can also be defined.
Manipulation of data. WS-BPEL allows the use of variables for the internal process
execution. Data can be extracted from messages, validated, manipulated, and assigned
to other variables or messages.

Correlation. In order to relate a certain message to a specific instance, WS-BPEL
introduces the concept of correlation. It allows the identification of a certain context
common to all messages of one instance.

FEvent handling. Events can be handled in parallel to the process execution. They
may be triggered either by the reception of a certain message or by a time-out.

Fault handling. WS-BPEL also supports mechanisms for exception handling if a fault
is thrown.

Compensation handling. As the execution of a process is not an atomic operation,
successfully completed Web services interactions have to be possibly undone or com-
pensated in case of a fault. For example, the payment of a flight ticket is not successful
but the seats are already reserved. Then, the reservation has to be compensated, which
is facilitated by the WS-BPEL compensation handling.

FEztensibility. WS-BPEL provides means for adding new activities and data assignment

operations.

WS-BPEL resides on top of the Web services protocols. It supports the Basic Profile [19],

which provides interoperability guidance for the Web service core specifications such as Web

services communication protocols, description and the service registry®.

We have seen in the paragraphs before, that the Devices Profile for Web Services (DPWS) is

an ideal base to enable connectivity between heterogeneous devices by introducing a service-

oriented approach based on Web services technology. Furthermore, DPWS supports plug

and play capability, offers a publish/subscribe mechanism and comes with an approach for

5The Basic Profile for Web services relies on SOAP for communication, WSDL for description and UDDI
for the central service registry. The Basic Profile will be described in chapter 2 in further detail.
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secure interactions. In order to release the full potential of the service-oriented approach,
a technology for process management is required, which leverages automation and the easy
creation of new services and application. Although, Web services include a standard for
process management (WS-BPEL) it is incompatible with DPWS. Neither the integration of
devices nor discovery and publish/subscribe mechanisms are supported by WS-BPEL.
Before concluding with the problem statement and the individual objectives of this thesis,
a usage scenario will demonstrate the need for process management on devices using the

Devices Profile for Web Services.

1.2 Exemplification

The following Business-to-Business (B2B) maintenance scenario is part of the ITEAT project
Local Mobile Services (LOMS) [21]. LOMS deals with the application of location-based
services and their easy creation. The general aim of the maintenance scenario is to provide
all necessary information to enable a technician to repair a faulty industrial robot.

The B2B scenario [22] involves several components as shown in figure 1.5: a number of
industrial robots, a Customer Relationship Management system (CRM), a context engine,
the maintenance client and several services offering guidance to the faulty robot. These

components and their cooperation are described below.

* Industrial Tobot. There are several robots taking part in the scenario. Their operation
is controlled by a robot server, which is utilizing a publish/subscribe mechanism to
interact with the robots. The robot server is not displayed in figure 1.5 for simplicity.
Whenever a fault at one of the robots occurs, it is relayed to the Customer Relationship
Management system.

Customer Relationship Management system. The CRM belongs to the maintenance
company. It manages the information about all customers and their components being
controlled. The CRM is subscribed to the robot service and receives a notification in
case of a failure (publish/subscribe mechanism). Then, a maintenance case is created
and a technician is informed by sending the maintenance case information to the
maintenance client.

Context engine. The context engine is a third-party service providing additional in-
formation about the service case. That could be manuals of the robot manufacturer

or documentation of experiences in similar service cases. The context engine receives

"Information Technologies for European Advancements (ITEA) is a European IT research and develop-
ment programme for advanced pre-competitive R&D in software for Software-intensive Systems and Services
in the EUREKA cluster [20].
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Status, =

AN . Failure
QU failure
Oz > >
=i ! o
A ) -
Robot Customer Maintenance ~ Case sensitive Context
Relationship information information engine
Management
system
Map to
Repairing the robot faulty robot
Map to robot Maintenance
/ client
Location of . .
Indoor the robot  Local routing Global routing
location —— »  service service
service (indoor) (outdoor)

Figure 1.5: A simplistic overview of the B2B scenario of the ITEA LOMS project.

the failure and provides additional information to the maintenance client.
Maintenance client. The maintenance client is a Personal Digital Assistant (PDA),
which provides access to all maintenance information being relevant to the techni-
cian. The technician has access to all maintenance cases and can select one according
to priorities or his actual location. He can request the context engine for additional
information and may use the routing services for navigation to the faulty robot. Fur-
thermore, the maintenance client is used to record the working time, used spare parts,
and their prices. A detailed report is generated and the bill is issued after finishing
the maintenance case.

Global routing service. The global routing service is responsible for guiding the techni-
cian to the company, which reported the robot failure. For the global routing, available
online navigation software is used such as Google Maps.

Local routing service. The local routing service guides the technician on the property
of the company, as this area is not covered by a global routing service. The local
routing service has to be provided by the company being maintained.

Indoor location service. In order to discover the faulty robot or faulty parts of it in
very complex and big robot applications, an additional service is offered to ease the

searching for the faulty robot/part.

The B2B scenario involves several components and applications, which functionalities are

provided as services. The Devices Profile for Web Services (DPWS) is used for connectivity
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between the hard- and software components and satisfies the requirements for automatic
discovery, security and the publish/subscribe mechanism.

Although the B2B scenario is implemented as a WS-BPEL process, connected devices
(the industrial robots in particular) cannot be directly attached to it, as DPWS is not
supported by WS-BPEL. The devices, their services, and clients are currently programmed
and set-up manually. This requires a huge effort and fine-tuning between participating
companies and has to be restarted whenever something is changed.

Process management will simplify the creation and adaptation of the device integration
and relief participating partners from programming each device component manually. Im-
plementing the centralized process management for devices requires the restructuring of the
process in such a way that devices are also connected to the process management engine of
the B2B scenario. The process will be designed using a graphical tool and is implemented
by the maintenance company. It is then deployed on the process management engine and
executed by it. Any time, a change is required the maintenance company just has to adapt
the process description. Participating partners are not required to make any changes. This
will ease the creation of new processes and possible adaptations immensely. Furthermore,

the same process can be applied to similar scenarios.

1.3 Problem statement

Although the Devices Profile for Web Services (DPWS) is an ideal standard to support
enhanced connectivity between software and hardware services, it is incompatible with the
Web Service Business Process Execution Language (WS-BPEL), which is the highly ac-
cepted standard for process management and service orchestration of Web services. The

following items summarize the particular problems:

* Integration of devices. WS-BPEL allows the modeling, deployment, and execution
of processes involving (software) Web services. Web services on devices can also be
used in processes but the location of their descriptions must be known when designing
a process. This is often not the case, as devices might roam through networks and
change their addresses. Furthermore, due to the missing support for devices, devices
cannot be integrated into WS-BPEL processes, which is an essential problem as Web
services on devices are bound to them. DPWS is just designed to enable Web services
capabilities on devices. The Web services residing on devices can only be found by
searching for the corresponding device first.

* Network protocol independent addressing scheme. WS-BPEL as well as DPWS

13
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1.4

requires a network protocol independent addressing scheme for their Web service in-
teractions. WS-BPEL is using it to bind several correlated messages to one process
as several processes might be running on an engine at the same time. For example,
several booking processes are running on a WS-BPEL engine. It is important that the
exchanged messages can be correlated to their corresponding booking instance (e.g. by
a booking ID). DPWS is also using a network protocol independent addressing scheme
in order to allow devices to roam between networks because their network addresses
might change. Due to the different focus, the addressing schemes are not compatible
with each other.

Asynchronous client/service interaction. WS-BPEL fosters long-running pro-
cesses, which can be executed sequentially and in parallel, respectively. Therefore,
synchronous and asynchronous client/Web service interactions are supported. DPWS
supports synchronous interactions only.

Discovery of services. WS-BPEL relies on a central Web service registry (UDDI)
whereas Web services can be discovered at run-time using DPWS.
Publish/subscribe mechanisms. While WS-BPEL supports the handling of events
during the execution of a process, it does not support any kind of publish/subscribe
mechanism. DPWS comes with a well defined publish/subscribe mechanism, which
allows a client being informed about state changes of devices and services.

Security integration. As WS-BPEL supports the Basic Profile for Web services,
dedicated security aspects are not integrated into the WS-BPEL standard. Thereby,
process designers cannot demand secure interactions when designing a process nor
automated application of security is possible when required by one of the participating
Web service descriptions. DPWS enables developers to demand secure Web service

interaction from participating partners.

Thesis outline

The remainder of this thesis is structured as shown in figure 1.6.

* Chapter 2 deals with the basics of Web service interactions and gives an overview of

DPWS and involved protocols. The chapter finishes with an overview of WS-BPEL.

* Chapter 3 concentrates on related work in the context of DPWS and WS-BPEL.

The chapter starts with an introduction of alternatives to DPWS and WS-BPEL as
well as existing WS-BPEL extensions and engines. The remainder of the chapter is

oriented to the elements of DPWS. It illustrates the state-of-the-art for messaging,
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Figure 1.6: Structure of this thesis.

description, discovery, eventing, and security in Web service architectures.

Chapter 4 is the core of this thesis as all concepts and realizations for the WS-BPEL
for DPWS extensions (called BPEL4D) are introduced and discussed in detail. The
chapter starts with a detailed analysis of the challenges and resulting requirements.
Then all concepts are specified according to the elements of DPWS (as already listed
by the previous item) and solutions are provided for recurring design problems. The
concepts also provide corresponding implementations in WS-BPEL.

Chapter 5 describes the realization of concepts which could not be solved using
WS-BPEL. It presents approaches to implement a BPEL4D compliant engine. Miss-
ing concepts (which could not be solved using WS-BPEL only) are implemented by
extending an existing WS-BPEL engine. The chapter closes with an integration of
BPEL4D into the B2B scenario of the ITEA project LOMS.

15




CHAPTER 1. INTRODUCTION

* Chapter 6 summarizes the advances of the BPEL4D concepts and their application.
Process design utilizing BPEL4D is compared to programming process logic using a
DPWS stack and API. Furthermore, general and technical advancements are described
in detail.

* Chapter 7 concludes the thesis with a summary of this work and describes the
prospects of this thesis.

The blue background colors of figure 1.6 indicate the contributions of this thesis. The chap-
ters with a dark blue background form the core of this thesis (chapters 4-7) whereas the
white background relates to the state of the art (chapter 2). A lighter blue color marks a

chapter, which partly presents contributions of this thesis.

The next section presents a brief overview of the core results of this thesis.

1.5 Contribution of this thesis

This thesis will provide an extension to the Web Services Business Process Execution
Language (WS-BPEL) in order to support the Device Profile for Web Services (DPWS).
Thereby, process designers are enabled to apply process management onto devices and ser-
vices using Web services technology. Developers are relieved from considering workflow
process related aspects in the design of their Web services. The full potential of the service-
oriented approach is released as the Web services participating in a process are completely
loosely coupled. The thesis applies approved solutions for business process automation to
industrial automation incooperating a large number of devices. All problems stated in sec-
tion 1.3 will be addressed by this thesis.

While leaving the details to the remaining chapters, a brief overview of the results of this

thesis is presented below:

* The WS-BPEL standard is extended to offer support for Web services on devices
using DPWS. In particular,

* WS-BPEL is extended to support the automatic device/service discovery. Pro-
cesses can now be designed using placeholders for devices/services, which concrete
representations are discovered during the execution of the process.

* A publish/subscribe mechanism for WS-BPEL was developed, which allows
processes to react on state changes of participating devices/services.

* A concept is described for DPWS stack providers who want to extend DPWS with
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support for asynchronous Web service interactions.

The solution presented in this thesis offers support for both addressing schemes
(message correlation and DPWS’s network protocol independent addressing).

This thesis presents a solution for using the discovery and publish/subscribe ex-
tensions by legacy WS-BPEL engines. This is done by well-defined Web services
offering this functionality.

A prototype for a DPWS compliant WS-BPEL engine was also developed to
demonstrate the use of above-mentioned extensions.

The feasibility of the concepts are approved by integrating them into the B2B
scenario of the ITEA LOMS project.

Dissociation from other topics. The thesis does not contribute to following Web service
related topics: Semantic approaches, P2P approaches, Grid computing and Web services

management.
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