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Abstract—The vision of the smart home is increasingly becoming reality. Devices become smart, interconnected and accessible through the Internet. In the classical building automation domain already a lot of devices are interconnected providing interfaces for control
or collecting data. Unfortunately for historical reasons
they use specialized protocols for their communication
hampering the integration into newly introduced smart
home technologies. In order to make use of the valuable
information gateways are required. BACnet as a protocol of the building automation domain already can make
use of IP and defined a way to represent building data
as Web services in general, called BACnet/WS. But
using full fledged Web services would require too much
resources in the scenario of smart home thus we need a
more resource friendly solution. In this work a Devices
Profile for Web Services (DPWS) adaptation of the
BACnet/WS specification is proposed. DPWS enables
Web service conform communication with a focus on a
small footprint, which in turn enables interdisciplinary
communication of constrained devices.
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I.

Introduction

In the vision of the Internet of things, ambient assisted
living as well as smart factories or smart homes devices
of our environment become increasingly more connected
to the Internet and among themselves as well as smart
[1]. Very common environments in all these scenarios
are buildings. Homes, offices, public buildings like train
stations, subways, shopping malls or industrial buildings
like factories and storages are a big part in our every day’s
life. Unfortunately the data collected by building automation systems (BAS) remains in the building automation
systems. In the trend of smart and connected homes the
data increasingly get accessible over the Internet. While
new products for the consumer market are already aware
of that, the legacy technology is not. There are three points
hampering the direct use of this data. First it was not
assumed to use the data remotely over the Internet or
Internet technologies. Thus, BAS are often not secured as
it was not planned to be connected to a public network.
Second, they use building domain specific data encodings,
structures or exchange protocols. Some don’t even have
the possibility to use IP. Even if most specifications are
open it requires engineering effort to include them into
Web technology based environments. Especially this comes
into play when combining solutions of different domains.
Third, the systems are not self-descriptive. In most cases

BAS are assumed to be planned and hard wired during
the construction and installation of the building [2]. This
hampers the dynamic composition of systems and services,
e.g., due to changes in the building but also keeping the
field closed for new technologies from outside the classical
building sector.
There are several technologies to be used in building automation environments like DALI, KNX or LON. BACnet
evolved over the years to make use of the other technologies
and is widely adopted [3] [4]. This is possible due to the
design decision of BACnet to decouple the application and
networking layer from the transport layers and below. The
goal of this work is to show that BACnet/WS can be
adapted by the Devices Profile for Web Services (DPWS)
and thus making data accessible outside the building
domain.
DPWS is used because it is a small footprint version
of Web services suitable for embedded devices. Thus, it
follows the service oriented architecture. It allows the dynamic composition of services through runtime discovery
and self description capabilities. The selection of WS-*
specifications allows to handle many situations that a full
Web service implementation can do including the authentication and encryption while keeping the footprint small.
Even though, the gateway is normally not a resource constrained device DPWS allows unconstrained Web services
and constrained devices to seamlessly use the gateway.
The remainder of this paper is structured as follows.
Sections II and III will briefly introduce BACnet and
DPWS. Afterwards the related work about gateway and
middleware technologies is discussed. The concept and the
implementation are sketched in the section V and VI. It is
followed by an evaluation of the prototype and a summary
of this paper.
II.

BACnet

BACnet [5] [6] stands for Building Automation and
Control Networks. As shown in Fig. 1, BACnet can make
use of several standardized physical and data link layer
technologies. The upper layers of BACnet are the BACnet
network layer and the BACnet application layer. At the
network layer BACnet uses a specific protocol, which
omits some typical network layer functions, e.g., message
segmentation, as BACnet imposes a maximum message
length. The addressing within a subnet is done via the
used lower layer technologies like IP or ZigBee. On the
network layer a subnet number is used, that need to be
fixed at installation time. This way the BACnet router
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ple, WriteProperty and WritePropertyMultiple are used to
access data. They are all acknowledged but a device does
not need to offer all of them. Additionally, services to delete
or create properties are available. Furthermore, there are
alarm- and eventing services for internal and external
notifications on changed values or exceeded thresholds.
The one of interest is the change of value (COV) service,
which is a publish/subscribe mechanism. Moreover, there
are services related to file access, which can be used to get
trend data or to transfer programs, and virtual terminal
services, which are used as a human machine interface.

BACnet structure

can determine, to which subnet a message need to be
transferred. The BACnet application layer enforces a fixed
structure to the data. There are devices, objects and
properties. Every physical device in a BACnet installation
is called a BACnet device. Each device has a number of
objects related to it representing its functionality. The
number of objects therefore depends on the capabilities of
the device. Each object is either one of the 54 standardized
object types or a custom object type. Each BACnet device
has to implement at least the so called device object,
which contains the type and name of the device as well
as a unique identifier. Each Object in turn has a number
of properties, which are basically key-value pairs. The
number of properties depends on the object type. At least,
they contain an object name and an object identifier, which
is unique within the device. In addition to standardized
properties, custom properties can be used. The properties
can be mandatory or optional depending on the object
type. Furthermore they can be read only or writable. The
example structure of a simple device is shown in Fig. 2.
This device has only the device object, which is mandatory
for each device. The device object contains the properties
ObjectIdentifier, ObjectName and ObjectType.
A. Operations
All Operations in BACnet belong to a certain category.
Only those features relevant for this work are presented.
Device- and network management services are unacknowledged services and are used to find devices and objects
on the BACnet network. The WhoIs message is used to
discover BACnet devices and is typically send per broadcast. Devices reply with a unicast IAm message containing
the object identifier of the device object and the network
address. The services ReadProperty, ReadPropertyMulti-

III.

DPWS

The Devices Profile for Web Services (DPWS) was
initially developed by Microsoft and several printer manufacturers to bring Web services to constrained devices.
These Web services do not have all capabilities of fullfledged W3C Web services but they use a minimum subset of Web service specifications required for communication of embedded devices with constrained resources.
DPWS is fully WS-I Basic Profile 1.0 compatible by using
TCP/UDP over IP as communication layer protocol, the
Simple Object Access Protocol (SOAP) and XML schema
as message format and WSDL as description language.
Furthermore the Web service profile consists of the following specifications:
•

WS-Discovery to find devices in the network

•

WS-Eventing for a publish/subscribe mechanism

•

WS-Security for signing and encryption

•

WS-Policy to provide requirements on e.g. security,
quality or version of used services

•

WS-Addressing for a persistent addressing

•

WS-MetadataExchange to retrieve meta data like
the address, WSDL and policy of a specific device

An overview on the complete DPWS Stack is given in Fig.
3. The applicability of DPWS for very constrained embedded devices has already been proved by [7]. In contrast to
BACnet the structure of DPWS rely on the principles of
the Web Service Description Language (WSDL).
A DPWS device is a hosting service, which is responsible for the announcement and discovery process and hosts
all other services. These other services are called hosted
services and provide the business logic. Their structure and
their operations are not predefined as long as they stick
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to the WSDL structure, which is sketched on the right
hand side of Fig. 4. A DPWS device can search for other
devices by sending a Probe message per broadcast. Other
devices respond with a ProbeMatch message containing
the identifier of the device and the device type. A DPWS
device can also announce itself using a Hello message. The
WSDL describing a device can be obtained by using the
GetMetadata operation.
IV.

State of the Art

As already mentioned BACnet already includes a specification to provide the data as a Web service. This specification is called BACnet/WS and was added to the BACnet
standard in addendum 135-2004c Annex N [8]. The first
main point of this addendum is the definition of a data
model to integrate information of different sources i.e not
just BACnet. This proposes a tree structure with one root
node and an unlimited number of child nodes. Each node
can have a value and several attributes. Values are always
just of a primitive data type. Next to the structure a
number of functions are provided that need to be present.
This includes:
•

The reading and writing of single or multiple values
and attributes

•

Requesting periodic data updates

•

Localization of offered data

To be conform to the BACnet/WS specification the Basic
Profile 1.0 of the Web Services Interoperability Organization (WS-I) is required to be implemented. The mapping of
BACnet objects and properties is just addressed in annex
H in the form of a collection of typical mappings but not
in a fixed standardized way.
Addendum 135-2012am [9] is a newer version of the
BACnet standard, which is currently in a public review
phase. Within this addendum the BACnet/WS specification receives an update in order to support more sophisticated services. Instead of the SOAP over HTTP transport binding RESTful Web services are used. Therefore
a resource oriented approach is pursued. In addition to

simple data types like string and integer also complex data
types like JSON or XML are allowed. Another extension
that was introduced is the support of event-subscriptions.
Furthermore, there is now a distinction in the data structure between data and meta data, where meta data items
specify attributes of data.
In a nutshell, the current BACnet/WS specifies the
frame for the suggested BACnet - DPWS gateway, especially the structure of the data. In contrast to the BACnet specification of 2004 (addendum "c") the suggested
approach targets more sophisticated services that can be
run on embedded devices to enable more than just a plain
exchange of primitive data. With the use of DPWS also an
easy discovery mechanism and event driven notifications
become possible. Furthermore, we propose a way to access
the data with less requests as the BACnet/WS specification. As this specification would require to traverse the
tree structure step by step. In contrast to the proposal
of the addendum 135-2012am the BACnet devices will be
represented in a service oriented manner.
BACnet gateways to other technologies are already
existent. For example direct gateways to ZigBee [10],
EnOcean [11] or an integration with KNX [12]. But they
are all just other technologies used in the building automation domain and all of them are not Internet technologies and therefore not suitable for the vision of the
Internet of things, smart cities or smart factories. Other
gateways connecting BACnet with Bluetooth [13]. This
already opens the BAS towards personal area networks
for mobile devices but still not to Internet technologies.
Another concept would be to use middleware technology
like proposed in [14]. The LINC middleware is used to
provide an associative storage divided into bags of different
types of data, e.g., a bag of sensor data and a bag of
actuator data. All bags are accessible trough three fixed
methods to find data, put data and consume data. These
methods could be made available through a DPWS Web
service and thus BACnet and other technologies would be
accessible.
However this middleware solution requires explicit
knowledge of the installation i.e knowing instances already.
With the direct conversion between BACnet and DPWS
we expect to enhance BACnet/WS to achieve a better self
description and discovery of data and services. In contrast
to the approach of [14] all devices can make use of the
data and services in a transparent way instead of relying
on control mechanisms aware of the middleware.
V.

Concept

This part introduces the concept of the DPWS BACnet gateway. The goal of this work is to create a
prototype to evaluate the realization of the most common
functionality. Nevertheless, the prototype should be easily
extendable. The basic requirements to the gateway are the
following:
•

search and find devices in the network

•

read and write data
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support the publish/subscribe capabilities of both
technologies

A. Similarities of DPWS and BACnet
This part of the concept gathers some similarities of
the two technologies in order to use them effectively. All
the similarities are displayed in Fig. 5. The discovery of
devices in the network is very similar in both technologies.
While in DPWS a Probe message is sent to search for
devices, in BACnet WhoIs is used. A device replies with
a ProbeMatch message in DPWS or an IAm message in
BACnet. In the case a device wants to announce itself
actively, it uses the Hello message in DPWS or again the
IAm message in BACnet. The content of those messages
is a little different. While the IAm messages of BACnet
just contain the device object identifier, the DPWS ProbeMatch and Hello message already contain some device
information. In a nutshell, the whole process of discovery
is used to get the ID of other devices and all related
structural information. In DPWS a so called endpointreference is used for identification while in BACnet the
DeviceIdentifier is used. For the gateway, methods have to
be provided to translate the identifiers to the other format
and create methods to collect the whole information of
the DPWS and BACnet devices in order to convert them.
Another similarity is the mechanism of event subscription
and notification. While DPWS uses the EventSubscription
message, BACnet uses SubscribeCOV. Sending a notification is done by an EventNotification message in DPWS
and by a COVnotification in BACnet. When it comes to
the structure of the data, there is a gap between BACnet
and DPWS. While BACnet uses the already mentioned
structure of BACnet-Device, BACnet-Object and BACnetProperty, the structure of DPWS is much more complex.
Because DPWS uses WSDL as description language its
structure follows the hierarchy visible in Fig. 4. Even
here small similarities can be found. A DPWS device can
correspond to a BACnet device and a BACnet property
can correspond to an element of DPWS. With this in mind,
the ReadProperty service of BACnet can be seen as a
DPWS Operation with exactly one output element and
the WriteProperty service as an Operation with exactly
one input element.

The representation of BACnet devices in DPWS is designed in the way that the number of requests for accessing
all properties of a BACnet device relatively small. A small
number of bigger messages is an advantage because of
the better relation of payload and message size for the
SOAP (XML) messages. As already mentioned BACnet
devices and DPWS devices are converted into each other.
Each BACnet object will be rendered into three DPWS
operations. The first operation is ReadObject, which just
returns all properties of the object. This way all properties
of an object can be accessed with the exchange of two
messages (request and response). As all properties have to
be readable this should always work. The second operation
is WriteObject, which writes all writable properties of an
object at once. If one wants to change just one property
this operation can still be used, parameters that should
not be written can just be omitted. If an object does
not contain any writable property this operation can be
omitted as well. The same mechanism applies for the third
operation, which is SubscribeObject, which can be used
to subscribe to one or several properties providing the
SubscribeCOV service of BACnet.
C. Represent DPWS devices as BACnet devices
While BACnet has a very strict structure, DPWS does
not have restrictions, which results in the challenge to
render DPWS devices as BACnet devices. This is the
reason why we need to make the assumption that DPWS
devices do not use nested complex data types. Each DPWS
device matching this assumption will be represented as a
BACnet device. For each element (see Fig. 4) described in
a WSDL the BACnet property "presentValue" is created.
The type of the BACnet object containing this property
depends on the data type of the element. For example, if
the element represents a float value the AnalogValueObject
is used. If the element is used in an input message then
this property is set writeable. As input elements are not
readable in DPWS but in BACnet all properties need to
be readable, the error message "value not initialized" will
be returned on a read request. If the element belongs to an
event subscription the property will be set subscribable. As
this element is not readable in DPWS a read request will
also be answered with the error code "value not initialized".
In summary, each element becomes an object with the
property presentValue. This property is either readable or
writable or subscribable, but not several of them. This
can result in a huge number of objects. To reduce the
number of objects a slightly different approach is used.
If several elements of a DPWS message have predefined
names like value and unit, it is possible to combine them
into one BACnet object with the corresponding properties
"presentValue" and "unit". However, this approach will
not work for generic DPWS devices. Therefore, the first
approach needs to be kept as fallback.
D. Internal representation in the Gateway
Even if DPWS devices can be rendered as BACnet
devices and vice versa, they cannot be converted directly
because information may be lost that is still required, e.g.,

for redirecting requests. For this purpose a technology independent representation is required. This representation
should be capable to keep all information of DPWS and
BACnet devices that are required to guarantee the gateway
to handle requests as well as responses and redirect them
to the original device. For this purpose the independent
format proposed in addendum c of ANSI/ASHRAE 1352004 [8] with slight modifications is used. This format is
a tree structure with one root node. Each node can have
several sub nodes. The node type parameter was added,
which is a node without sub nodes but with a value.
Therefore, sub nodes can have sub nodes and parameter
nodes. This is quite similar to the structure that can be
seen at Fig. 2. To store BACnet devices in this abstract
representation, the device will be mapped to the root
node. All objects of the device are sub nodes of the root
node and the properties of the objects become parameter
nodes in the abstract representation. The DPWS device is
also mapped to the root node. Then each service of the
device becomes a sub node of the root. Each sub node
representing a service contains sub nodes for all operations
hosted by this service. The operation sub nodes then
contain parameter nodes for each primitive element and
a sub node containing parameter nodes for each complex
type. This structure enables to keep track of the relations
of elements to complex data types as well as the relation
of operations to their services.
VI.

Implementation

The implementation was realized with Java and in a
component based manner. The components of the gateway
are modeled as OSGi (former Open Services Gateway
initiative) bundles. OSGi is a platform independent software runtime environment, which supports the deployment and management of software bundles. There are two
types of bundles implemented. First, the gateway bundle,
which is responsible for storing the technology independent
representation of the devices and to route requests and
responses between the different gate bundles. Second, the
gate bundles, which are responsible for receiving requests
of one technology and to convert the technology dependent
and independent representations into each other. OSGi is
used to have a platform to dynamically add and remove
gates at runtime. The overall structure of the gateway
can be found in Fig. 6. For the communication between
gateway bundle and gate bundle a unified, technology
independent interface is defined in this work. The gate
bundle need to offer functions to start and stop, to handle
read, write, discovery, subscribe and notification requests
and to add or announce new devices. As already mentioned
the gateway is responsible for routing messages between
the different gates. Therefore, the gateway interface contains functions to route all kinds of requests as well as
announcements and new devices.
For the implementation of the BACnet gate BACnet4J 2.0 is used [15]. To make BACnet devices accessible
to other technologies each BACnet device found on the
network will be converted by the BACnet gate to the
internal representation, which is stored at the gateway and
forwarded to all other gates. This requires no further effort
on configuration. In turn, internal device representations
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of other technologies will be transformed to a BACnet
representation by the BACnet gate. As BACnet imposes
that one physical device can only host one BACnet device
the gate creates one visible BACnet device representing the
gateway. All devices of foreign technologies are also hosted
on this physical device but not with the port number
defined by BACnet. Thus a listener will forward messages
to the individual foreign devices.
The DPWS gate implementation uses the Java Multi
Edition DPWS Stack (JMEDS) version 2 beta 10 [16]. It
provides a DPWS device representing the gateway and
a DPWS listener to handle broadcast messages. As the
BACnet gate, the DPWS gate creates internal representations of all available DPWS devices on the network and
represents devices of other technologies as DPWS devices.
The gateway bundle stores the technology independent representation of all devices as described in section
V. Additionally, it stores the origin technology and the
identifier within the origin technology in order to route
requests. Furthermore, it provides a map of identifiers that
were assigned by the gates for foreign technologies as well
as some additional attributes, e.g., whether read, write
or subscription are allowed. For higher compatibility also
units and data types are stored in an internal representation. The gates are responsible for the conversion to the
right technology dependent format. Because of the unit
and type conversion as well as the use of OSGi and the
unified interface description for the gateway and the gates
new gates can be added seamlessly. This is even working
during runtime or with other technologies than DPWS or
BACnet.
VII.

Tests

In order to prove the functionality of the approach
an evaluation was made. The goal of this evaluation was

the proof of concept of the suggested approach. For this
purpose a single subnet consisting of two computers and
a router in between was used. The first PC is running
the gateway within an OSGi framework. During the test
the Eclipse Equinox [17] OSGi framework Luna SR2 was
used. The other PC is running one BACnet and two
DPWS devices as well as the monitoring tools "DPWS
Explorer" [18] in version 3.10 and the Visual Test Shell
for BACnet in version 3.6.0. The DPWS devices offer
functions to set and get values as well as event sources
that can be subscribed. The first DPWS device simulates an air conditioner and the second one a door sensor. The BACnet device implements the following BACnet objects: Analog-Input, Analog-Output, Analog-Value,
Binary-Input, Binary-Output, Binary-Value, MultiStateInput, MultiState-Output and MultiState-Value. The
Analog-Output object can be used to demonstrate the
WriteProperty service and the objects Analog-Input and
Binary-Input offer the possibility to subscribe to a change
of value event. In a first run, the DPWS devices were
started and the Visual Test Shell for BACnet is used to
discover the devices (WhoIs), read properties, write properties, subscribe for an event and receive a notification.
All operations were handled successfully. In a second run,
the BACnet device was started and the DPWS Explorer
was used to interact with the BACnet device. Again the
functionality to discover, read, write, subscribe and notify
were tested and the operations worked as expected. The
communication in both test cases happened absolutely
transparent. To the service user it behaves like a communication of the same technology.
VIII.
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