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Abstract—There are many applications that use low power
wireless sensors to monitor people’s vital signs or the environment
around people. For mobile applications, smartphones with Internet access have become a commonly used tool to make this data
remotely accessible. However, the yet presented architectures are
quite complex and lack flexibility. Our aim was to investigate how
existing communication architectures for smartphone/WPAN sensor ensembles can be simplified and to provide a transparent
solution where the smartphone doesn’t require knowledge about
sensors for which it serves as an Internet gateway. We therefore
present an IP-based communication architecture, that allows
applications to easily integrate remote sensor data of mobile users
based on existing Internet standards. In particular, our solution
provides simple Web service-based APIs and does not require
the smartphone to process sensor data. Instead, the smartphone
becomes a transparent gateway as it only forwards IP packets.
Index Terms—Web services, IPv6, IEEE 802.15.4, Bluetooth
Low Energy, 6LoWPAN, CoAP, Internet of Things

I. I NTRODUCTION
The technical development in the mobile phone industry has
brought new kinds of wireless communication technologies
to smartphones. Besides cellular wireless standards (i.e., 3G,
4G, etc.), smartphones can usually transmit data wirelessly
over Wifi (IEEE 802.11b/g/n) and Bluetooth. In addition, different projects, which will be introduced in Section II, aimed
to connect wireless sensor networks to the smartphone by
adding further low power wireless technologies to the phone,
such as ZigBee/IEEE 802.15.4. Since then, smartphones have
frequently been used in WSN setups to connect WSNs to the
Internet. However, most of the projects have proposed different
solutions to accomplish this. In addition, these solutions are
rather complex. As a result, there is no common approach to
connect a WSN to the Internet. We think, that a less complex communication architecture, based on existing Internet
standards, could serve as a common platform for such setups.
We therefore present an IP-based communication architecture,
with a simple Web service-based API that offers great flexibility. Even though IP-based communication architectures are
well-known for years now, the usage of WPAN sensors with
smartphones as IP routers needs to be considered particularly.
Even though we refer to WSNs, it is important to note that
we had a slightly different focus. Instead of WSNs, we first
have focused on smartphone/WPAN (Wireless Personal Area
Network) ensembles. Contrary to WSNs, where sensor nodes

form multi-hop wireless mesh networks over large distances,
WPAN devices are usually within a few meters and within
transmission range of each other. For our work we assume
that the smartphone is also part of the WPAN, i.e., attached
to the according person.
The goal of our work was to investigate how mobile users
can easily share sensor data of wireless sensors with other
users. This goal was part of the ITEA 2 project uService1 .
Within the uService project a framework has been built to
enable end users to create small, sharply focused mobile
services directly on mobile devices. uServices can be thought
of as simple web based applications, the user creates by
dragging and dropping given building blocks. Building blocks
provide data for or use data of other building blocks. Together
they form an application. In uService, we primarily focused on
mobile health applications, where users want to simply share
their location in realtime or allow vital monitoring of their
health condition (e.g., heartrate, blood oxygen).
The idea of using a smartphone to upload sensor data to
the Internet came up years ago. For example, former projects
made use of a PDA or cell phone to make wireless body
area sensors accessible from the Internet. However, most of
the systems presented in these projects rely on a central
data acquisition of sensor data. This has resulted in complex
architectures, as we will explain in the following sections. In
contrast to that, we try to reduce this complexity by using IP
as a common addressing and routing layer for communication
between the WPAN sensors and clients. Mainly, this is being
made possible by recent standardization activities in the area
of IPv6 communication for low power devices and low power
wireless technologies. These new standards, as well as the
technical development in the area of mobile phones, are the
main enablers for the following proposed architecture.
The structure of this paper is as follows. First off, we give an
overview of related work in the area of smartphone gateways
for WPAN devices. Second, we explain the concept of our
system architecture. In this respect, we discuss options for IP
transmissions over low power radios and propose a concept of
an IPv6 network reaching the WPAN sensors. Furthermore,
we present a RESTful API for WPAN sensors based on the
proposed architecture. Finally, we give a short discussion about
1 http://www.uservice-itea2.eu/
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our results, open issues and future work.
II. R ELATED W ORK
The increasing usage of cellular phones and the possibility
to have a nearly constant Internet connectivity, had impact
on many former WSN research projects. Due to the limited
communication range of wireless sensor nodes, a WSN is
usually equipped with a device that allows remote access to
the WSN or uploads gathered data to a server in the Internet.
As a result, different projects decided to use cellular phones
to make the data of a WSN remotely accessible. To give an
overview of similar work that has been done in this area, we
will give a short overview of research projects that use Internet
gateways2 for WPANs.
In the area of WPAN applications, the projects AID-N and
MIMOSA have shown how they use Internet gateways at the
edge of WPANs to make its data remotely accessible [1].
The AID-N project [2] aimed to create new miniature medical
embedded systems, called triage tags, for vital sign monitoring
in the event of large disasters. Laptops have been used to
gather the information of the tags at disaster scenes and to
upload all vital sign data to a central server.
The goal of MIMOSA, a European FP6 project, was to
create an open system platform for context-aware mobile
services and applications. Mobile phones played a central
role in the project. They were used as a gateway between
a sensor network and the Internet. To upload data of sensor
nodes around the mobile phone to an application server, a
remote, CORBA-enabled API was defined. Similar to other
approaches, this specific API to a server has to be implemented
by a phone middleware component, which is responsible for
gathering the sensor nodes data and sharing it with a server.
We have to point out that even in very recent research
work, the basic concept of mobile gateways and their way to
make sensor data remotely accessible hasn’t changed. More
or less, only the protocols have been adapted to represent the
state of the art. For example, in [3] a system architecture for
telemonitoring of elderly people was presented. Mobile phones
are used as personal servers, that also need to run a middleware
stack. A comparable system was described in [4], where the
sensor gateway, a smartphone, had to upload the sensor data
to a central, remote database. Therefore, the HTTP protocol
is used in conjunction with a REST-based API.
We can conclude, that most of the work that has been done
in this area, is based on custom middlewares. In their concepts,
the mobile phone has the task to actively push data to a server.
The different kinds of middleware and the involvement of
multiple devices to make the data of the WPAN accessible,
raise concerns about interoperability and maintenance. Due to
the involvement of the mobile phone in the aggregation of data,
support for new sensors requires updates to the middleware
stack on the mobile phone. This dependency between the
2 In this work and in communication networks in general, a gateway is
a node interfacing different networks that uses different protocols. We use
the term Internet gateway for gateways that connect a private network to the
Internet.

software of the mobile phone and data of specific sensors
represents a barrier for interoperability.
III. A RCHITECTURE C ONCEPT
We have shown, that most of the systems presented in
previous projects rely on a central data acquisition of sensor
data. To give a better understanding on how our work is
different, we first illustrate the basic architecture principles
that have commonly been used in former projects. After that,
we introduce our architecture concept and explain the key
differences and benefits.
Due to the fact that former projects regularly came up with
their own architecture, we do not refer to a specific project
in the following. Instead, we highlight the basic principles of
their architectures for the case that clients access a WPAN
sensor. The commonly used approach for data acquisition and
access is presented as an abstract data flow diagram in Figure
1 a).
Firstly, WPAN sensors (e.g., Bluetooth, ZigBee) gather data
and send it to a mobile gateway (1), such as a PDA or cell
phone. The smartphone gateway receives the data and needs
to translate it (2). This has to be done according to the WPAN
protocols and data formats, as well as the interface to upload
the data to the storage server. Then, the gateway sends the
data to the storage servers IP-based interface over the cellular
network (3). The server receives and stores the data to its local
database. Finally, clients can request the data from the storage
server (4).

Figure 1. Comparison of a classic communication architecture for smartphone/WPAN ensembles and our proposed architecture

This approach has several drawbacks, we discuss in the
following:
• The gateway has to transform data and protocols. It works
as an application level gateway, i.e., a gateway that translates protocols on OSI’s application layer 7. As a result,
the gateway needs to run a dedicated implementation
that handles all kinds of translations and implements the
server interface. The translation can get quite difficult

depending on the protocols. For example, ZigBee and
Bluetooth both define complete ISO/OSI protocol sets
which would have to be translated to IP-based protocols.
• Every modification of the communication architecture
would result in the need to update the gateway implementation. For example, to support a new type of sensor.
• The approach relies on a centralized server infrastructure
which represents a single point of failure. Therefore,
according to the requirements of the application, an
expensive fault-tolerant design may become necessary.
In contrast to that, we think that interoperability of device
ensembles around a mobile phone, can be achieved with a
more generic concept. While our solution would still need to
be adapted to the software of a mobile phone, it doesn’t need
to be modified to support new WPAN devices. Furthermore,
with no dependencies to specific hardware, the software could
become a core part of a mobile operating system (os - see
Figure 1).
The most essential concept in our architecture is the use
of IP for an internetwork communication between clients and
the WPAN sensors. The exemplary flow of sensor data in our
architecture is illustrated in Figure 1 b), side-by-side to the
approach with central data aquisition a). Instead of uploading
the data of WPAN sensors to a server, IP-based WPAN sensors
are supposed to be accessed directly. The smartphone does
not need software to transform WPAN data. The phone only
needs hardware support for the low power radio and a generic
software component for IP packet forwarding. The latter is,
for example, core part of the Linux kernel and can thus also
be found in the Android mobile operating system. As a result,
there is no need for an additional middleware component to
transform the data (see a), step 2). Instead we have a direct
internetwork communication between the WPAN sensor and
the client and only one interface, as it can be seen from the
illustration.
As a working IP communication only addresses raw data
transport, it needs to be defined how WPAN devices may offer
their capabilities. For example, for local Bluetooth devices this
is done via Bluetooth profiles (e.g., Health Device Profile).
Among others, Bluetooth profiles refer to data encoding and
the procedures on how to communicate with compatible devices. For our IP-based architecture we propose RESTful Web
services based on CoAP together with SenML for encoding
the WPAN data. CoAP is a RESTful protocol proven to run
on low power wireless sensor modules. A detailed description
will be given in a later section.
Our IP-based communication architecture enables resourceconstrained devices to connect to the Internet by using smartphones as mobile IP gatways. One of the main advantages of
this solution is that applications may integrate sensors directly,
in the same way modern applications use distributed Web
services. From the point of view of an application, accessing a
remote sensor as we see it, isn’t different from using any Web
service found in the Internet. In this case, the smartphone only
helps to extend the communication range of the lower power
radio devices around it. Thus, these devices become accessible

from any other Internet connected device.
We see the following advantages in such a solution:
•

•

•

•

On the WPAN side, we avoid the usage of technologyrelated protocols, especially all that are used for different
kinds of device classes (e.g., the Bluetooth Health Device
Profile). Instead, we only use the physical and media
access methods of an RF technology and then apply the
IP transmission specifications. This results in a common
set of protocols on top of IP, no matter which RF
technologies are going to be used.
The mobile phone becomes a simple IP gateway. Acting
as an IP gateway, the phone only needs to forward IP
packets. Especially the gateway doesn’t need to process
the data, for which it would need to know the kind and
structure of the data it forwards.
The gateway implementation could easily support different types of wireless protocols, if there is a standardized
support for network transmissions for this protocol. This
is, for example, the case for very commonly used wireless
protocols, such as IEEE 802.11, Bluetooth (Basic Rate),
Bluetooth Low Energy and IEEE 802.15.4.
The Web API for clients to access sensor data, which
was previously offered by a server infrastructure, is now
part of the WPAN device itself. As a result, the system
complexity is considerably reduced. Besides that, the
WPAN device remains in full control over the data and
access of its data.

On the downside, our current solution relies on a high
availability of the network connection which can not be guaranteed for 3G and low power radio connections. However, the
requirements for data availability are given by the application,
which may not need to receive every single measurement
from a sensor. In case of an application requiring high data
availability our solution can still be used to take advantage
of by extending it with a dedicated proxy, as it can be
found for HTTP in the Web. Such a proxy could further
be used to handle high amounts of requests from clients to
sensors. However, we have not focussed on data availability
and scalability at this stage. Therefore, the description of a
proxy concept is not part of this paper.
It should further be noted that security aspects are out of
scope of this paper, even though they present an important
domain for this architecture. The usage of IPv6 and its global
address space comes with higher security risks because devices
that previously were hidden by NAT become reachable for
Internet attacks. Especially resource-constrained devices such
as sensors are vulnerable to denial-of-service attacks. However, this is a general and extensive problem which Internet
organizations are already treating.
In the following sections, we will explain the components
of our communication architecture. First, we summarize which
low power radio technologies are currently available in smartphones and if these standards can already be used to form
IP networks. Next, we discuss several scenarios how IPv6
addresses could be managed on the WPAN depending on

the situation of the cellular network. Finally, we propose a
RESTful Web service API to access the WPAN sensors.
IV. D ISCUSSION OF L AYER -2
Most of the mobile phones today have support for wireless
links based on Wifi and Bluetooth. Wifi thereby presents a
wireless link which is mostly used for highspeed network and
Internet access. Bluetooth on the other hand is mostly used
to connect nearby accessory, such as headsets. Nevertheless,
Bluetooth also supports network connections based on the
Bluetooth PAN profile. Therefore, both standards are capable
to connect IP-based WPAN devices. However, due to their
power requirements, Wifi and Bluetooth are usually barred
from being used in wireless sensors.
Contrary, IEEE 802.15.4 was designed specifically for lowrate wireless personal area networks (LR-WPANs). And a few
years ago, first attempts have been made to support IP transmissions, which resulted in the 6LoWPAN specification. It
describes mechanisms for IPv6 transmission in IEEE 802.15.4
networks. 6LoWPAN contains the definition of the frame
format, a method to form IPv6 addresses and a header compression scheme. The specification has gained interest from
several recent projects. Furthermore, it is supported by the
IPSO alliance, a nonprofit alliance of industry members that
tries to promote the use of IP for the communication of smart
objects and organize interoperability tests. At the time of writing, 6LoWPAN is a RFC (RFC 4944) at the IETF and about
to become an IETF standard. However, even though there
is not any technical hurdle that would prevent this standard
from being integrated in a mobile phone, IEEE 802.15.4 has
not received much attention from the mobile phone industry.
Probably, this is due to the lack of consumer hardware.
In addition to the “classic” Bluetooth (Bluetooth Basic
Rate), Bluetooth 4.0 features a new protocol, Bluetooth Low
Energy (BT-LE). It is designed for coin cell battery powered
devices, like heartbeat belts, which means that low power consumption is essential. Being a mandatory part of all Bluetooth
4.0 chipsets, many upcoming Bluetooth devices will support
this new standard. Lately, the techniques from 6LoWPAN have
been used to form a similar IETF draft for the transmission
of IPv6 Packets over BT-LE [5].
Overall, it can be seen, that most of the commonly available
wireless links available on smartphones, support IP transmissions.

Therefore, a similar architecture concept as ours would have
to use IP address reusage techniques. These techniques, for
example NAT, have several drawbacks as it needs to do a
quite challenging translation and modification processing of
IP packets [6]. Previously this has been a dealbreaker for an
IP communication with IPv4 and WPAN devices.
IPv6, in theory, is capable to provide 6, 65 · 1023 addresses
to every square meter on earth’s surface [7]. It is worth noting
here that for this result no assumptions in address usage
or routing strategies have been made in the calculation. In
2001 the IETF published a recommendation (RFC3177) that
end sites, e.g., home sites, generally should be assigned /48
prefix blocks. In 2005 this recommendation has been made
obsolete by RFC 6177 [8]. This latest “Best Current Practice”
doesn’t recommend a default block size for end sites anymore.
However, it still recommends giving home sites a significantly
larger block than a single /64 block. As a result, home sites
with, e.g., a /56 block assigned, would be able to address
up to 256 subnets. Enough routing space to connect multiple,
separated networks to a home site, such as a smartphone. Even
in the case, where a home site would be assigned with a /64
block, it would still be able to build up a single subnet (star
topology) of practically unlimited end devices. For a WPAN
this should be enough. Otherwise, for example if 6LoWPAN
was used to connect a WSN instead of a WPAN, routing inside
the WPAN would also need to be considered. However, this
was out of scope for our work.
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Figure 2. Two exemplary procedures for IP assignments in smartphone/WPAN ensembles

V. D ISCUSSION OF THE IP N ETWORK A RCHITECTURE
The usage of IP as a common network layer is fundamental
in our proposed architecture. This step has been mainly made
possible by the currently happening worldwide transition from
IPv4 to IPv6 in the Internet domain. Considering the expected
explosion in the number of WPAN devices and sensors, IPv6 is
an ideal protocol due to the large address space it provides. The
novelty is, that with IPv6 enough addresses exist, so that even
small sensor devices can be assigned with their own global
unicast address. In contrast to that, IPv4 did not offer enough
address space to provide users more than one IP address each.

While IPv6 isn’t available in most mobile networks, yet, it
remains unclear how mobile providers are going to manage
IPv6 addresses for end users. The IETF RFC 3314 provides recommendations for IPv6 address assignments in 3GPP
(Third Generation Partnership Project) standards. Basically,
the IPv6 working group suggests to advertise multiple /64
prefixes for each end device, to use features such as site
renumbering in the future. Sticking to these recommendations,
we propose two strategies for routing in each scenerio where
a device may be assigned with a single /64 or multiple /64

blocks. Please note that this is not designed for smartphones
connected to a cellular network only. But also if the phone is
using a Wifi infrastructure, for example at home:
1) layer-2 bridging in case of the assignment of a single
/64 block.
2) static routing and DHCPv6 prefix delegation, if single
/56 or /48 blocks or multiple /64 prefixes are assigned to the smartphone.
It should be noted, that both strategies can easily be used in
less restricted IP assignment policies, where mobile networks
offer their clients /56 or /48 blocks.
A. Layer-2 Bridging
The infrastructure network may provide only a single /64
prefix for each client device. In this case, we propose to apply
bridging on layer-2. On devices with Linux kernels this step
can be achieved fairly easy. The Linux kernel provides native
support for IEEE 802.1D, which means that layer-2 bridging
can be configured without any additional software. Bridging
the layer-2 communication on the mobile network side with
the network of attached sensors results in the forwarding of
any router advertisements from the infrastructure network to
the WPAN devices. This procedure can be seen in Figure 2,
where two different WPAN networks are connected to the
smartphone. Hence, WPAN devices would be able to generate
their own global unicast addresses and send IPv6 packets to the
infrastructure networks internet gateway. To avoid the sensors
to be flooded with broadcast traffic from the infrastructure
network, according forwarding rules should be defined.
B. Static Routing with DHCPv6 Prefix Delegation
If the infrastructure network assigns /56 or /48 blocks
for each end device, a more sophisticated option for address
assignment and network management can be chosen. We
propose to use DHCPv6 prefix delegation together with a
static routing mechanism. For address configuration, stateful
address configuration with DHCPv6 should be preferred over
stateless autoconfiguration. Together with prefix delegation
over DHCPv6, the advantage of this concept is evident: the
infrastructure network router is able to add the destination
network and next hop router to its routing table immediately.
The infrastructure network routers don’t require knowledge
about the topology of the networks which are connected to
the smartphone. The smartphone gateway is then responsible
for delegated prefixes. If delegated with a prefix less than /64
prefixes, the smartphone might generate random /64 blocks,
assign one of them to each interface (e.g., 6LoWPAN, WiFi),
and then advertise the prefix on that link. Otherwise, if /64
blocks are delegated, the generation of /64 blocks can be
omitted. This latter procedure for static routing with DHCPv6
is illustrated in Figure 2. First, the smartphone is assigned
an IP from one /64 subnet and in addition it receives a
prefix delegation for two /64 subnets with DHCPv6. The
smartphone then offers two different DHCPv6 configurations
on both WPAN interfaces according to the delegated prefixes
and sets up static routes in its local route table.

VI. P ROPOSAL OF A REST API WITH C OAP
In the following, we propose a REST API to access remote
WPAN sensors. While the previous sections dealt with the
lower ISO/OSI layers and could also be used for different
kinds of WPAN devices, the following definition of a REST
API is specifically modelled for sensor device types. However,
extensions to this API could be made to support more types
of devices.
CoAP has been developed as a lightweight alternative for
HTTP for the use in constrained networks. The aim of CoAP
according to the CoAP specification [9] is “not to blindly
compress HTTP, but rather to realize a subset of REST
common with HTTP but optimized for M2M applications”.
CoAP provides the four HTTP operations PUT, GET, POST
and DELETE. Similar to HTTP, the server responds with a
status code and an answer. Because of the huge overhead of
TCP, CoAP uses UDP as a transport protocol. As CoAP is a
RESTful protocol, a mapping to and from HTTP is considered
by the CoAP specification.
All WPAN sensors are required to map their sensors to
hosted resources that can be used with CoAP. Besides that
sensors may provide another resource for metadata about the
device (e.g., type of device). We allow clients to discover
these resources and their attributes by using the CoRE Link
Format [10]. Therefore, WPAN sensors support the default
Core Link Format entry-point (the well-known relative URI
/.well-known/core).
Sensors that receive a GET request for the well-known core
resource will reply with a core-link description of links to (1)
resources of the device’s metadata, as well as (2) links to
the sensors. For the format of the sensor resource, we use
the Sensor Markup Language (SenML). In addition, WPAN
sensors may provide custom RESTful interfaces for specific
device features. For example, this can be useful if sensors
allow a remote configuration.
The following code listing shows an example for the response to a CoRE Link Format resource discovery. First, the
metadata resource is found, that provides information about
the device (e.g., connectivity type, vendor information, hardware/firmware version). Second, the mandatory list of sensors
follows (in this case, the heartbeat belt has only one sensor). The relative URIs are in the format sensor/unique
identifier. As most of the WPAN sensors already have a
unique address (e.g., EUI-48 address for Bluetooth), they can
be used to form the unique identifier. The title is used as an
optional human readable descriptor, the resource type (rt) is
sensor, which could be used as a discovery parameter to
receive only the sensor resources. We use senml as interface
type (if) to indicate that this is a read-only sensor resource
(only GET is supported). The media-type presents the format
of the representation, in the example a JSON encoding of
SenML. Finally, there is an optional resource to configure the
heartbeat belt properties. To provide a machine process-able
description of this custom CoAP interface, the if attribute
points to Web Application Description Language (WADL)

description.
Listing 1. Example for CoRE Link Format resource discovery response
</ m e t a d a t a >r t =” s e n s o r : m e t a d a t a ” ; i f =”GET ” ; media−t y p e =
application / json
</ s e n s o r s / u r n : dev : b t :000780959678 > t i t l e =” H e a r t b e a t
B e l t ” ; r t =” s e n s o r : hrm ” ; i f =” s e n m l ” ; media−t y p e =
a p p l i c a t i o n / senml+ json ,
</ s e n s o r s / u r n : dev : b t : 0 0 0 7 8 0 9 5 9 6 7 8 : c o n f i g >r t =” s e n s o r :
hrm : c o n f i g ” ; i f =” h t t p : / / www. e x a m p l e . o r g / zephyrhxm
. wadl # c o n f i g ” ; media−t y p e = a p p l i c a t i o n / j s o n

After a client has successfully discovered the sensor resources, it can use the GET method of CoAP to request the
sensor data. As we already mentioned, we use SenML for the
format of the resource representation of a sensor. SenML [11]
is intended for carrying simple sensor information and can
be used with HTTP and CoAP. Serializations for SenML’s
data model are defined for JSON and XML. In addition a
serialization for Efficient XML Interchange (EXI) is defined,
which encodes the XML Schema structure into binary tags and
values. This allows to efficiently transport SenML objects over
low bandwidth networks. The data is structured as a single
object with attributes and an array with one or more entries.
Entries are again objects with attributes such as an identifier,
the recording time and the value. If a resource handles only one
type of entries, attributes in the entries array can be omitted
in favor of base attributes of the SenML object.
Continuing the previous example of a heartbeat belt sensor,
we use the following SenML object in JSON format to explain
the sensor resource representation. It should be noted, that
we have used JSON as a human readable SenML format.
In contrast to that, deployed sensors should apply the more
compressed encoding based on EXI. Another important thing
to note is that we have omitted data aggregation and selection
in our example sensor resources, which are useful features
known from prior architectures. It is however possible to
consider these features in the design of the sensor resources.
For example a sensor could be designed that it provides
multiple resources which represent different sets of aggregated
measurements.
Listing 2. Example for SenML object of a heartbeat belt
{ ”v ” : 141 , ” t ” : 0 } ,
{ ”v ” : 143 , ” t ” : 5 } ,
{ ” v ” : 1 4 5 , ” t ” : 10 } ,
{ ” v ” : 1 4 1 , ” t ” : 15 } ,
{ ” n ” : ” b a t t e r y ” , ” v ” : 1 0 0 , ” u ” : ”%” , ” t ” : 0
}] ,
” bn ” : ” u r n : dev : b t : 0 0 0 7 8 0 9 5 9 6 7 8 ” ,
” b t ” : 1338317872 ,
” bu ” : ” b e a t /m” ,
” b i ” : 20

{” e ” : [

}

The SenML object contains parameter entries (e) of four
heartrate measurements for the last 15 seconds and an additional battery charge indicator. For the base name (bn), again
the unique device name is used, which is in this case based
on the bluetooth device address. The base time (bt) attribute
indicates the time of measurements with time offsets (t) of 0
and the base unit (bu) presents the mainly used unit of the

parameter entries. According to the base unit and the base
time, the heart rate entries only contain values (v) and their
time offsets (t). As the battery entry is not related to the base
unit, it contains an additional name parameter (n) and a unit
parameter (u). In addition, we have extended the attributes
with a base interval (bi) parameter, to indicate clients when
they can expect new data at this resource.
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Figure 3.

Procedure of a client discovering and using a WPAN sensor

As a result, clients can access the heartrate data without
any previous knowledge about the sensor interfaces. They
only need to do a resource discovery on the WPAN sensor,
search for the sensor resource with rt="sensor:hrm"
and if="senml", request the resource representation at this
URI with a CoAP GET request and search the response for
values with a beat/m unit. The complete procedure of a client
discovering and accessing a sensor is presented as a sequence
diagram in Figure 3.
VII. C ONCLUSION
In this paper we presented a communication architecture
for ensembles of smartphones and WPANs. The smartphone
is used as a transparent gateway to connect WPAN devices to
the Internet. The result is a direct internetwork communication
between WPAN sensors and remote clients. We have shown
that the complexity of our architecture is significantly easier
to handle compared to former systems, while it still uses
open standards and specifications. In addition, we proposed
a generic REST API based on novel M2M specifications that
can be used for different sensor applications.
We have already tested the basic functionality of this
architecture in a testbed with an Android device (Beagleboard
developer board) that connects a TelosB 6LoWPAN sensor to
an IPv6 Wifi infrastructure network. Besides that, we decided
not to perform a more detailed experimental validation because
it would have a strict dependency to the used application.
Such an experimental validation will however be necessary in
the future to evaluate effects of certain applications regarding
things like scalability and and power consumption.

VIII. O UTLOOK
We can conclude that it is further necessary to test a
complete implementation or simulation of this architecture.
This would, for example, help to identify if sensors are capable
to manage communication to more than one client at a time.
This heavily depends on the kind of application and resource
constraints of the sensors. To consider scalability of this
architecture, our currently ongoing work involves a transparent
CoAP proxy solution.
In addition, the request response model of CoAP is not the
optimal solution to implement a streaming like behaviour of
most sensors. Therefore, we are currently working on adapting
the CoAP extension for observing resources. With this feature,
clients could request to observe resources. Accordingly, a
sensor could then regularly notify clients about new measurements.
Finally, and in addition to technical issues, standardization
activities need to be planned in the future. We have proposed
a generic REST API for sensor data access, but this will
certainly not be enough for all kinds of applications. Therefore,
the standardization of common WADL interfaces (e.g., heartbeat.wadl), which are optional in our system at the moment,
should be considered.
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