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Abstract

Lifecycle management of high-complexity processes like
maintenance and repair processes in the automotive, air-
craft or robot industries are interesting scenarios for the
usage of Web services. A major issue is the time consum-
ing and expensive manual execution of maintenance proce-
dures. The guidance of these procedures with computer sys-
tems can reduce time and expenses. Since maintenance pro-
cedures often involve several parties a communication tech-
nology with well-defined interfaces is required. Web service
based systems meet this demand. But maintenance compa-
nies are often over-challenged with the creation of Web ser-
vices based maintenance systems. This paper presents an
ongoing research work about integration of hard- & soft-
ware components for maintenance scenarios with the plat-
form of the ITEA LOMS project to later use the easy ser-
vice creation for maintenance scenarios. The integration is
demonstrated on the basis of a maintenance system for au-
tonomous robots and future research topics are are shown.

1. Introduction

Today a big part of the E-Business systems are Busi-
ness to Business (B2B) systems. They are often used as
E-Procurement systems. Maintenance systems are also part
of the field of B2B systems, as a typical machine main-
tenance scenario which involves several companies. In
such distributed systems with several independent parties a
well-defined interface for each component is required. The
SOAP Web service (WS) technology offers well-defined in-
terfaces based on the Web Service Description Language
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(WSDL) and appropriate messaging technologies defined
by the World Wide Web Consortium (W3C). The W3C de-
fine Web services as a client to server interaction with the
Extensible Markup Language (XML) via SOAP [12, 4].

The integration of machine equipment is a major re-
quirement for fully automated machine maintenance sys-
tems. For device to device communication, especially for
resource-constraint devices, the Web services protocols of-
ten need too much resources and computing power. The
Web services technology also lacks features like ad-hoc de-
vice discovery, device description and eventing channels
needed in device networks. Thus, the Devices Profile for
Web Services (DPWS)[9] was defined. DPWS uses some
specific Web services protocols and restricts their usage
because of resource limitations in embedded systems. So
DPWS enables the usage of Web services based technolo-
gies for further application domains.

Another major issue of maintenance and repair processes
in the automotive, aircraft or robot industries is the time
consuming and expensive manual execution of maintenance
procedures. In this field, Web services are interesting to
manage these high-complexity tasks. With the guidance
of automated maintenance templates and explanatory notes
these procedures can be positively affected. The Siemens
AG has deployed a maintenance service in the area of the
Nomadic Field Services (NoFis) for the maintenance of
robots, which uses a Context Engine for the selection of
maintenance procedures. The order of a job will be handled
by a Customer Relationship Management (CRM), which
comprises the status and functionality of the robots and the
mobile workers. This paper represent ongoing work which
aims at adding easy service creation capabilities to Web
services and maintenance workflows running on networked
embedded devices.

IEEE
computer
psouety



In this paper the enabling parts of the maintenance sys-
tem are described. Firstly, section 2 provides a general idea
of the LOMS Project and a description is given how the
project addresses the easy creation of services. In section 3
the overall scenario is described. After this, the underlying
technologies for the components of the scenario are intro-
duced in section 4. Then the integration of the components
is shown in section 5. As conclusion the results of this paper
are outlined in section 6.

2. The LOMS Project

The ITEA project Local Mobile Services (LOMS) [7] de-
velops a platform called the LOMS platform to develop and
provide location based mobile services. In this section the
platform itself and the Service Creation Environment (SCE)
will be explained. The SCE that enables creation, deploy-
ment and maintenance of end user services for non techni-
cal service providers is a basic part of the LOMS platform.
With the help of the LOMS platform end user services can
be created that utilize LOMS enabling services, like local-
ization, charging, etc. .

2.1. Platform and role model

The platform manages the integration of context infor-
mation, contents, or services from internal systems and third
party providers. It defines and uses a role model for differ-
ent players as shown in Fig. 1. The roles can be described
as follows:
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Figure 1. LOMS roles, services and compo-
nents
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The LOMS Platform Supplier is the developer of the
LOMS platform.

The LOMS Service Provider uses the LOMS platform
to provide local mobile services for end users, called end
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user services. The services are created, deployed and main-
tained with the SCE of the LOMS platform.

The LOMS Platform Operator operates the LOMS
platform. With this platform the operator provides a SCE
for LOMS service providers. The operator further provides
enabling services that can be utilized by end user services.

Third Party Provider offers further enabling services
with the LOMS platform. This enabling services also can
be utilized by end user services.

The LOMS Service Operator creates service tem-
plates that are used in the SCE to create end user services.
By specifying a service template a service operator spec-
ifies which enabling services can utilized by an end user
service. The service operator should design the templates
to be adaptable to the needs of a LOMS service provider
target group.

Mobile User is the end user of the services provided by
LOMS Service Providers.

Network Operator A Network Operator is an operator
that provides a communication infrastructure to access the
end user services

This are the roles of the LOMS platform and how these
roles take part int the easy creation, deployment and mainte-
nance of end user services. The next section will give more
detailed information to the SCE component of the LOMS
platform.

2.2. Service Creation Environment and
Easy Service Creation

The intention of LOMS is to provide an environment for
creating services in an easy way. This enables non-experts
to create services with the guidance of the LOMS SCE.

In the LOMS platform the SCE is divided into a client
and a server component. To create a service the SCE needs
the following assets:

e The decision model is a set of open decisions repre-
senting the variability of a service template. Each de-
cision has a description to support the decision mak-
ing. The SCE client component presents the decision
model to the LOMS service provider with a graphical
user interface.

The LOMS service provider creates the application
model by resolving a decision model.

The SCE client component uses flexible components
and a application model to generate the actual service.



A flexible component is a program that interprets an
application model to create a specific component of a
service.

LOMS service templates consist of a decision model and
flexible components that are stored in a repository inside
the LOMS SCE server component. The application model
created by a LOMS service provider is stored in a service
repository. So the LOMS service provider can modify a
service with the SCE.

This service creation environment supports the easy cre-
ation of B2B services for non-expert service providers. The
next section describes the robot maintenance scenario.

3. Robot Maintenance Scenario

Assuming that all components of a maintenance scenario
offer Web services based interfaces the scenario can be
modeled as service template for the LOMS platform. There
are several options how to map the LOMS role model to the
parties of a machine maintenance scenario. If a machine
manufacturer wants to offer a machine maintenance service
for his machines, he can use a maintenance service tem-
plate to create a service and thus plays the role of a service
provider. With the template based service creation the ac-
tual service can be adapted to the needs of the machine man-
ufacturer customers and the involved maintenance compa-
nies. The machine manufacturer customer and the mainte-
nance company are mobile users in terms of the LOMS role
model.

In this service scenario the manufacturer of mobile au-
tonomous robots provides repair and maintenance support
for his robots at customers place. When a robot breaks
down an automated error notification via Web service event-
ing will be sent to the maintenance system (see Fig. 2 step
1). Then a service case will be created and inserted into the
repair queue of the machine manufacturer. The technicians
of the maintenance companies can access this repair queue
with their mobile Web service clients. They can choose a
repair case based on their location and knowledge about
the repair case (step 2). After accepting a repair case the
technician can request routing information to the customer.
Also all necessary information to access the customers in-
frastructure are provided to the technician. If the technician
requests routing information, then he is guided to the robot
in several steps until he has arrived at the location of the
robot (step 3 to 5). In these steps several location systems
from global to room wide coverage are involved. At the
faulty robot the service technician can identify the robot via
a RFID reader (step 6). As every main component of the
robot has a RFID tag, the technician can find the broken
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Figure 2. Steps of the Robot Maintenance
Scenario

part of the robot. After reading the RFID tag of the broken
part a step by step repair procedure is shown on the mobile
client of the technician. This information comes directly
from the manufacturer database. When the technician has
finished the repair process, an automated service report is
generated. The technician can also add additional informa-
tion to this report and send it to the manufacturer database.
Then the technician can complete further repair tasks. Ad-
ditional repair journals or long time failure statistics can be
created by the system. After that, the manufacturer creates a
bill based on the service templates and send it together with
a repair description to the customer.

4. Underlying technologies for Robot Mainate-
nance Scenario

All components of the scenario have Web service based
interfaces. Only the robots implement a special Web ser-
vices profile. The Devices Profile for Web Services (DPWS)
is a new Web Services based technology for inter machine
communication. It was developed to enable secure Web ser-
vice capabilities on resource-constraint devices [9]. It fea-
tures secure exchange of messages with Web services, dy-
namic discovery of devices, description of devices and Web
services and event channels on devices.

DPWS bases on well known protocols and Web ser-
vice specifications. It employs similar messaging mecha-
nisms as the Web Services Architecture (WSA)[13] with



restrictions to complexity and message size ([9, 14]). On
top of the low level communication foundations it uses
SOAP and XML Schema for the actual information ex-
changes. DPWS specifies mechanisms for ad-hoc device
discovery based on WS-Discovery, device and service de-
scription based on WS-MetadataExchange and WS-Transfer
and a publish-subscribe mechanism using WS-Eventing.

The University of Rostock has deployed the WS4D-
gSOAP toolkit, which includes a DPWS protocol stack im-
plementation and some software tools to create devices and
clients [14, 11]. The usage of DPWS enables Service Ori-
ented Achitectures (SOA) on devices and embedded sys-
tems. The usage of a device-centric SOA has several advan-
tages, like providing plug-and-play capability, fault-tolerant
services and standardized interfaces. The WS4D-gSOAP
toolkit is used to connect the robots with the Web service
based maintenance system. The maintenance procedure it-
self is implemented as a workflow that is presented in the
following section.

5. Integration of technologies and components

The central component of the maintenance scenario is a
workflow. It is triggered by an error notification that was
sent by a robot and controls all steps that are part of the
maintenance scenario. The other components that are part
of the maintenance scenario are a “Customer Relationship
Management” System (CRM) described in section 5.3, a
Context Engine described in section 5.2 and an indoor lo-
cation system based on the computer vision system of the
robocup platform. All three components are enabling ser-
vices from the point of view of the LOMS platform. Figure
3 gives an overview of the components that are part of the
maintenance scenario.

The components of the workflow use SOAP Web Ser-
vice interfaces for communication. Thus all components of
the maintenance scenario have interfaces defined in WSDL.
The workflow is designed in a centralized way that all
communication is controlled by and circulates through the
workflow component. With this design the maintenance
scenario can be changed or adapted by changing the work-
flow.

Current workflow standards for Web services such
as WS-BPEL and WS-Choreography are not DPWS-
compliant. Especially the device and service discovery and
publish-subscribe mechanisms are missing to support de-
vice integration with DPWS. This issue is part of ongoing
research work in the LOMS project. Thus the workflow of
the maintenance scenario is not computer generated. The
next step will be to generate a BPEL workflow based on a
service template with the LOMS SCE.
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Figure 3. Components of the maintenance
scenario workflow

At the moment security aspects are not considered in this
scenario. Web services as well as WS-BPEL offer the inte-
gration of security mechanisms with WS-Security. These
mechanisms must be integrated into the workflow and later
into the service template to use this maintenance system in
a real world scenario.

The nomadic maintenance worker is equipped with a
Nomadic Worker Application installed on a PDA and is
in charge of efficiently performing maintenance on robots.
Each robot has its own service procedure and it might hap-
pen that the worker has to maintain a part of the robot he
has never handled before. In order to handle the procedure
efficiently, the spatio-temporal relationships of the involved
entities (mobile worker and robot parts constituting the as-
sets to be tracked) [3] have to be analyzed. This analysis of
context information will be handled by the Context Engine.

5.1. Nomadic Worker Application

The Nomadic Worker Application is implemented in
.NET and runs on a Windows Mobile 2003 PDA equipped
with a WLAN interface for the communication and an RFID
reader for the selection of the context information. The
context information will be send to and analysed by the
Context Engine. After the analysis the web browser inside
the application presents the maintenance and repairing pro-
cedures. An easy navigation functionality is necessary to
guide through the procedures and handle the accepted main-
tenance job in an easy and time efficent way (see. Figure 4).

The nomadic maintenance worker, which works with the
Nomadic Worker Application, takes over the LOMS role of
the Mobile User.



Figure 4. PDA running Nomadic Worker Ap-
plication

5.2. Context Engine

The Context Engine features concepts for managing con-
textual information for use in a variety of settings. It is in-
tended to support the automatic or semi-automatic adapta-
tion of services and applications to conditions under which
the entities (humans, devices, services, ...) calling this ser-
vice operate, thus easing the development of context-aware
services. In this scenario the Context Engine is an an en-
abling service and acts like a third party provider inside the
LOMS environment.

As opposed to other architectural approaches to context
management (widget-based or blackboard), the core com-
ponent, the so called Context Engine, is implemented as a
service itself:

e the service implementation of the engine comes along
with various interfaces supporting various interac-
tion paradigms (e.g., for access through push or pull
clients)

e the Context Engine contains means to dynamically
register context sensing systems (context producers);

through complying with a prescribed context provider
adapter (CPA) these sensing systems can be easily
changed without affecting the business logic the en-
gine is part of

e a high-level of customization is achieved by imple-
menting the processing (transformations, reasoning) of
context data through a rule engine which works on a
editable hierarchical rule set. A distinction is made be-
tween system, producer and consumer rules; the latter
two types of rules can be used to tune the propagation
of context information according to the actual needs

e the Context Engine can easily become a producer
of context information delivering data to another en-
gine by implementing a CPA; this permits to control
the propagation of context information and implement
scalable context-aware services

The current application and its interfaces primarily fo-
cuses on spatio-temporal (i.e., location, proximity, pres-
ence) context data, which is generated by a configurable
set of different sensing systems providing tracking data (see
Figure 5). In this scenario we use the context information
of passive RFID tags [5], which are placed on the robots
assets.
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Figure 5. Context transformation via Context
Engine

The Context Engine is implemented as a standard Axis 2
Web service and runs on an Apache Tomcat Server. All in-
terfaces are described in a WSDL format and communicate
by the use of SOAP [12].



5.3. Customer Relationship Management

The Customer Relationship Management (CRM) [8] is
a broad term that covers concepts used by companies to
manage their relationships with customers, including the
capture, storage and analysis of customer, vendor, partner,
and internal process information. The CRM system used in
this scenario hosts the different robots of the customer. The
main functionality is the allocation of maintenance jobs and
the administration of the job status. Inside the LOMS envi-
ronment the CRM system is a third party provider and acts
like an enabling service.

6. Conclusions & Future Work

In this paper, the combination of three B2B specific ser-
vices, as a maintenance service that can later be created in
an easy way without programming knowledge, is presented.
This is possible with the integration of the LOMS platform
and its service creation environment, which simplifies ser-
vice creation with service templates. It is shown how a
maintenance procedure can be modeled as a workflow and
how Web service based workflow technologies can be used
for easy service creation, with the LOMS service creation
environment. The three services of the maintenance service
(Context Engine for Nomadic Field Services, Customer Re-
lationship Management system and location systems) can
be integrated as LOMS platform enabling services into the
workflow. The proposed Context Engine logically intercon-
nects the user and the items (assets) he has to deal with to
improve time and quality of execution. To directly integrate
machines and embedded systems into Web service based
workflows an approach using the Devices Profile for Web
Services was shown.

Concerning future work, current obstacles to automati-
cally generate Web service based workflows like BPEL that
also integrate device and machine communication will be
removed. Then it will be possible to integrate the presented
template based creation of workflows into the maintenance
scenario.
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